Traducere oficiald din limba englezd

ACORD
INTRE
PARTILE LA CONVENTIA DE COOPERARE POLITIENEASCA PENTRU EUROPA
DE SUD-EST
PRIVIND SCHIMBUL AUTOMAT DE DATE ADN, DATE DACTILOSCOPICE SI
DATE PRIVIND iNMATRICULAREA VEHICULELOR

Pirtile la prezentul Acord,

In baza Conventici de cooperare polifieneasci pentru Europa de Sud-Est (denumitd, in
continuare, ,,PCC SEE™),

fn dorinta de a intdri cooperarea transfrontalierd, in special in combaterea terorismului, a
criminalitatii transfrontaliere si a migratiei ilegale, prin implementarea PCC SEE, indeosebi prin
transmiterea §i compararea de profile ADN, date dactiloscopice si date referitoare la
inmatricularea vehiculelor,

Avand in vedere Concluziile celei de-a 11-a intdlniri a Comitetului de Ministri din cadrul PCC
SEE (01/2014), Concluziile celei de-a 12-a intalniri a Comitetului de Ministri din cadrul PCC
SEE (05/2014) si Concluziile celei de-a 15-a intilniri a Comitetului de Ministri din cadrul PCC
SEE (01/2016) si subliniind necesitatea dezvoltdrii schimbului automat de informatii privind
datele ADN, datele dactiloscopice si datele referitoare la inmatricularea vehiculelor, in cadrul
legal PCC SEE,

Cunosciand evolutiile PCC SEE in domeniul protectiei datelor, unde toate Partile au trecut cu
succes de evaludrile in domeniul protectiei datelor personale si pe cale de consecintd au
indeplinit preconditiile pentru schimbul de date cu caracter personal, {indnd cont de principiile §i
standardele europene comune aga cum sunt previzute in Directiva (UE) 2016/680 a
Parlamentului European si a Consiliutui din 27 aprilie 2016 privind protectia persoanelor fizice
referitor la prelucrarea datelor cu caracter personal de catre autoritifile competente in scopul
prevenirii, depistarii, investigdrii sau urmdririi penale a infractiunilor sau al executarii pedepselor
si privind libera circulatie a acestor date si de abrogare a Deciziei-cadru 2008/977/JAI a
Consiliului (denumitd in continuare " Directiva (UE) 2016/680") si Convenfia relevantd a
Consiliubui Europei privind Protectia Datelor cu Caracter Personal §i recomandarile relevante ale
Consiliului Europei pentru protectia datelor cu caracter personal din sectorul polifienesc
(denumite in continuare "Conventia §i recomandirile relevante ale Consiliului Europei")

Avand in vedere prevederile derivate din Tratatul dintre Regatul Belgiei, Republica Federala
Germania, Regatul Spaniei, Republica Franceza, Marele Ducat de Luxemburg, Regatul Tarilor
de Jos si Republica Austria privind aprofundarea cooperdrii transfrontaliere, in special in vederea
combaterii terorismului, criminalitaii transfrontaliere §i migratiei ilegale, semnat la Priim la 27
mai 2005, referitor la intensificarea cooperdrii transfrontaliere, in special In combaterea
terorismului, a criminalitdtii transfrontaliere §i a imigratiei ilegale (denumit in continuare ca
. Tratatul Priim™), Acordul de Implementare a Tratatului Priim, Decizia Consiliului 2008/615/JA]
din 23 iunie 2008 cu privire la intensificarea cooperarii transfrontaliere, in special in combaterea
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terorismului §i a criminalitdtii transfrontaliere (denumitd in continuare: ,Decizia Priim™)} si
Decizia 2008/616/JAI a Consiliului din 23 iunie 2008 privind intensificarea cooperarii
transfrontaliere, in special in domeniul combaterii terorismului §i a criminalitatii transfrontaliere
(denumiti in continuare "Decizia de implementare Priim "),

Au convenit urmitoarele:
CAPITOLUL 1
Dispozitii Generale

Articolul 1
Obiectiv, scop si definitii

(1) Prin prezentul Acord, Partile intentioneazid s3 Intireascd cooperarea politieneascd
transfrontalierd in ceea ce priveste lupta impotriva amenintérilor la adresa sigurantei publice, a
prevenirii, identificdrii si investigérii infractiunilor prevazute in PCC SEE. In acest scop,
prezentul Acord contine reguli pentru schimbul automat de date ADN, date dactiloscopice si date
privind inmatricularea vehiculelor gi pentru schimbul de date cu caracter personal disponibile
subsecvente si al datelor legate de caz In situatii de concordanta certa.

(2) Pentru a sprijini implementarea transmiterii si compardrii datelor ADN, a datelor
dactiloscopice si a datelor privind inmatricularea vehiculelor, Partile stabilesc:
(a) dispozitiile privind conditiile i procedura pentru transferul automat de profile ADN,
date dactiloscopice si date privind inmatricularea vehiculelor;
(b) dispozitiile administrative §i tehnice necesare pentru implementarea schimbului
automat de date ADN, date dactiloscopice si date privind inmatricularea vehiculelor.

(3) Pentru scopurile prezentului acord:

(a) ,,cdutare” si ,,comparare” insecamni procedurile prin care se poate stabili dacd existd
concordantd intre datele ADN sau datele dactiloscopice comunicate de una dintre
Pirti si datele ADN sau datele dactiloscopice stocate in bazele de date ale uneia, mai
multor sau tuturor Partilor;

(b) ,,ciutare automati” inseamni o procedurd de accesare online pentru consultarea
bazelor de date a uneia, mai multor sau tuturor Pirtilor;

(c) ,,profil ADN” inseamnd o literd sau un cod numeric ce reprezintd un set de
caracteristici de identificare a partii necodate a unei probe ADN umane analizate, sau,
altfel spus, structura moleculara particulara pe diferite segmente ale ADN-ului (loci);

(d) ,,partea necodati din ADN” inseamna regiuni cromozomiale care nu se manifestd
genetic, sau, altfel spus, despre care nu se cunoaste utilitatea functionald intr-un
organism;

(e) .date ADN” inseamnd profilul ADN, numir de referintd si date personale de
identificare;

(f) ,.date de referinta ADN” inseamna profilul ADN si un numdr de referina;

(g) ,,profil ADN de referinta” inseamni profilul ADN al unei persoane identificate;

(h) ,,profil ADN neidentificat” inseamna profilul ADN obtinut din urmele colectate in
timpul investigirii unei fapte penale gi care apartin unei persoane neidentificate inci;




(i) ,.,notd” inseamnd marcajul unei Pérti asupra unui profil ADN, in propria baza de date
nationald, care indicd faptul ca a mai existat o concordant pentru acel profil ADN in
cautarile sau in comparirile altor Parti;

(j) ..date dactiloscopice” inseamnd imagini ale amprentelor degetelor, imagini ale unor
amprente latente ale degetelor, amprente ale palmelor, amprente latente ale palmelor
si sabloane ale unor astfel de imagini (detalii precise codificate), cdnd sunt stocate si
gestionate cu ajutorul unei baze de date automate AFIS (sistem automat de
identificare a amprentelor);

(k) "datele privind inmatricularea vehiculelor” inseamni setul de date mentionat in
articolul 9;

(1) ,.date cu caracter personal” inseamnd orice informatie referitoare la o persoand
fizica identificat sau identificabila ("persoana vizati");

(m),,date cu caracter personal de bazi” inseamnd numele (nume de familie, prenume),
data nasterii, nationalitate, sex, porecle, date ale persoanelor amprentate, esantioane
ADN, motivele amprentirii sau colectirii datelor ADN, locul amprentarii sau
colectdrii datelor ADN si daci este posibil, statusul privind confirmarea identititii
reale, adresd, indltime, greutate, numarul pasaportului, fotografie (fata);

(n) ,,caz individual” Inseamn3 o investigatie unica sau un dosar de urmirire penald. Daci
un astfel de figier contine mai mult de un profil ADN sau o datd dactiloscopica,
acestea trebuie transmise impreuni ca o singura solicitare;

(0) ,.prelucrarea datelor cu caracter personal” inseamna orice operatiune sau set de
operatiuni intreprinse cu referire la datele cu caracter personal, indiferent daca sunt
sau nu realizate cu mijloace automate, cum ar fi colectarea, inregistrarea, organizarea,
stocarea, adaptarea sau modificarea, sortareca, recuperarca, consultarea, utilizarea,
divulgarea prin furnizare, diseminarea sau punerea la dispozitie prin alte mijloace,
alinierea, combinarea, stergerea sau distrugerea datelor. Prelucrare in sensul
prezentului Acord va include, de asemenea, notificarea cu privire la existenta sau
inexistenta unei concordante certe;

(p) ..procedurd de ciutare autematid” inscamni accesul direct la figierele automate ale
altei Parti unde rispunsul la ciutare este complet automat;

(q) "persoane disparute” inseamnd acele persoane a cdror absentd este asumatd in
corelare cu o infractiune, o sinucidere, accident sau dezastru;

(r) "concordanti/meconcordanti” inseamna rezultatul unui sistem automat (un sistem
automat de concordantd AFIS sau ADN). O neconcordantd inseamnd intotdeauna
neconcordanti certd. Pe de alti parte este posibil ca o concordantd sa fie o
neconcordanti certd, dupd verificarea/validarea criminalistici necesard;

(s) "concordanti certd” inseamnd un rezultat pozitiv confirmat de factorul uman
(specialist/expert) dupd  verificarea/validarea  criminalistici. = Confirmarea
criminalistica trebuie sa fie indeplinita potrivit cerinfelor de management al calitatii in
domeniul criminalistic (de exemplu in baza unor standarde de acreditare);

(t) "fisiere de analizi ADN" reprezintd baze de date nationale ADN s5i subsisteme
administrative legate, cum ar fi de ex. baze de date privind identificarea persoanelor /
urmelor de la locul faptei si sisteme de management a informatiei de laborator
(LIMs), care contin toate informatiile relevante pentru confirmarea criminalistica si
investigativd a profilelor ADN analizate cu ajutorul tehnologiilor ADN si care vor
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permite, de asemenea, asigurarea unei legaturi securizate intre cazul individual/datele
personale ale profilelor ADN;

(u) "fapte penale” inseamni acele fapte care sunt urmirite din oficiu potrivit legislatiei
nationale a Partilor.

CAPITOLUL 11
ACCESUL ONLINE ST URMARIREA CERERILOR

A Articolul 2
Infiintarea fisierelor nationale de analizi ADN

(1) Pirtile infiinteazd i pastreazd fisiere nafionale de analizd ADN pentru investigarea
infractiunilor si pentru sprijinirea identificdrii persoanelor disparute i a rdmdsifelor umane
neidentificate, in conformitate cu legislatia nationala. Prelucrarea, in baza prezentului Acord, a
datelor pastrate in aceste fisiere se realizeaza in conformitate cu prezentul Acord, in concordanti
cu PCC SEE si cu legislatia national aplicabila prelucrarii datelor.

(2) In scopul implementarii prezentului Acord, Parjile asiguri disponibilitatea datelor de
referintd din figierele nationale de analizd a datelor ADN, previzute in prima tezd a alineatului
(1). Datele de referintd includ numai profile ADN stabilite in baza ADN-ului necodificant si un
numir de referintd. Datele de referintid nu contin niciun fel de date din care persoana vizatd sa
poatd fi direct identificatd. Datele de referintd care nu sunt atribuite unui individ (profilte ADN
neidentificate) sunt recognoscibile ca atare.

(3) Fiecare Parte informeazd Depozitarul despre fisierele nationale de analizd ADN ciérora li se
aplica articolele de la 2 la 4 si 7 si conditiile pentru cautarea automatd previzutd la articolul 3

alineatul (1).

Articolul 3
Ciautarea automatd a profilelor ADN

(1) Pentru investigarea infractiunilor si pentru asistentd in identificarea persoanelor dispdrute $i a
rimisitelor umane neidentificate, Partile permit punctelor nationale de contact ale celorlalte
Pirti, prevazute la articolul 8, accesul la date de referintd din figierele lor nationale de analiza
ADN, si dreptul de a realiza cautiri automate prin compararea profilelor ADN. Céutdrile pot fi
realizate numai in cazuri individuale si in conformitate cu legislatia nationala a Partii solicitante.
(2) Daca o ciutare automatd aratd faptul ¢i un profil ADN furnizat este in concordantd cu
profilele ADN detinute de Pirtile care primesc cererea de cautare, punctul national de contact al
Pirtii care realizeazi ciutarea trebuie si primeascd, In mod automat, datele de referinia pentru
care existd concordantd. Dacd nu este identificatd nicio concordanta este transmisd o notificare
automatd in acest sens.

Articolul 4
Compararea automati a profilelor ADN

(1) Pentru investigarea infractiunilor §i pentru asistenta in identificarea persoanelor disparute si a
rimasitelor umane neidentificate, Partile, de comun acord, prin intermediul punctelor nationale
de contact, compari profilele ADN proprii, neidentificate, cu toate profilele ADN din alte figiere
nationale de analiza privind datele ADN de referintd. Profilele sunt furnizate $i sunt comparate in
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mod automat. Profilele ADN neidentificate sunt furnizate pentru comparare numai dacé legislatia
nationala a Partii solicitante prevede astfel.

(2) Dacd o Parte, ca rezultat al ciutarilor realizate conform alineatului (1), identificd faptul ca
unele profile ADN furnizate sunt in concordantd cu cele din fisierele de analizd ADN proprii,
aceasta furnizeazii, fard intirziere, punctului national de contact al celeilalte Parti datele de
referinti ADN pentru care s-au gisit concordante.

Articolul 5
Datele dactiloscopice

in scopul implementarii prezentului Acord, Partile asigurd disponibilitatea datelor de referintd
din fisierele nationale pentru sistemele automate de identificare a amprentelor stabilite pentru
prevenirea si investigarea infractiunilor si pentru asigurarea asistentei in identificarea persoanelor
disparute si a ridmisitelor umane neidentificate. Datele de referintd includ doar datele
dactiloscopice si un numar de referintd. Datele de referintd nu contin date prin care persoana
vizatd si poati fi identificatd in mod direct. Datele de referintd care nu sunt atribuite unui individ
(date dactiloscopice neidentificate) trebuie sa fie recognoscibile ca atare.

Articolul 6
Cautarea automati a datelor dactiloscopice

(1) Pentru prevenirea si investigarea infractiunilor si pentru acordarea asistentei in identificarea
persoanelor disparute si a rimisitelor umane neidentificate, Partile permit punctelor nationale de
contact ale altor Parti, in conformitate cu articolul 8, accesul la date de referin{d in sistemul
automat de identificare a amprentelor stabilit in acest sens, cu autorizarea realizérii de cautiri
automate prin compararea datelor dactiloscopice. Cautarile pot fi realizate doar in cazuri
individuale si in conformitate cu legislatia nationala a Partii solicitante.

(2) Confirmarea unei concordante de date dactiloscopice cu datele de referintd definute de Partea
ce administreaza fisierul se efectueaza de citre punctul national de contact al Partii solicitante
prin mijloacele de furnizare automata a datelor de referintd necesare pentru o concordantd certa.

Articolul 7
Furnizarea de date suplimentare cu caracter personal si a altor informatii

In cazul in care procedurile mentionate la articolele 3 si 4 indicad o concordanti certd intre
profilele ADN sau procedurile mentionate la articolul 6 indica o concordanta certd intre datele
dactiloscopice, furnizarea altor date disponibile suplimentare in plus fati de datele cu caracter
personal de bazi si a altor informatii privitoare la datele de referinid este realizatd conform
legislatiei nationale, inclusiv a normelor de asistenta judiciard a Partii solicitate. In conformitate
cu prevederile articolului 8, alineatul (2) furnizarea este realizatd de cétre punctul national de

contact.

Articolul 8
Puncte nafionale de contact

(1) in scopul furnizirii datelor, in conformitate cu articolele 3, 4 si 6, precum si al furnizérilor
ulterioare a altor date cu caracter personal disponibile si a altor informatii in legaturd cu datele de
referintd, mentionate in articolul 7, fiecare Parte desemneaza puncte nationale de contact. Vor fi
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desemnate punctul national de contact, prevazut la articolele 3 si 4, pentru date ADN, punctul
national de contact, prevazut la articolul 6, pentru date dactiloscopice, punctul national de
contact, previzut la articolul 9, pentru date privind inmatricularea vehiculelor si punctul national
de contact, previzut la articolul 7, pentru date cu caracter personal.

(2) Punctul national de contact, previzut la articolul 7, va furniza datele cu caracter personal
subsecvente in conformitate cu legislatia nationald a Partii care 1-a desemnat. Alte canale de
asistentd judiciard disponibile nu vor fi utilizate, dacd nu sunt necesare in conformitate cu
legislatia nationald, inclusiv a normelor de asistenta judiciara, a Partilor.

Articolul 9
Cautarea automati a datelor de inmatriculare a vehiculelor

(1) Pentru prevenirea si investigarea infractiunilor i pentru asistenta in identificarea persoanelor
dispdrute si a rdmasifelor umane neidentificate si in vederea gestiondrii altor fapte aflate in
jurisdictia instantelor sau parchetelor Partii ce realizeazi cdutérile, precum §i pentru mentinerea
sigurantei publice, Partile permit punctelor nationale de contact ale celorlalte Parti accesul la
urmitoarele date de inmatriculare a vehiculelor, autorizindu-le si efectueze ciutiri automatizate
in cazuri individuale:

(a) date referitoare la proprietari sau utilizatori; si

(b) date referitoare la vehicule.
Cautdrile trebuie realizate doar cu un numér complet de sasiu sau cu un numér complet de
inmatriculare. Cautérile vor fi realizate doar in conformitate cu legislatia nationald a Partii care
realizeazi ciutarea.
(2) Pentru scopurile furnizarilor de date, previzute la alineatul (1), fiecare Parte va desemna un
punct national de contact pentru solicitarile primite. Competentele punctelor nationale de contact
trebuie sé fie in conformitate cu legislatia nationala aplicabila. Detalii ale aranjamentelor tehnice
privind procedurile vor fi stabilite intr-un manual de utilizare privind datele de inmatriculare a

vehiculelor.

CAPITOLUL II1
DISPOZITII COMUNE PRIVIND CADRUL GENERAL PENTRU SCHIMBUL DE
DATE

Articolul 10
Principii referitoare la schimbul de date ADN si date dactiloscopice

(1) Partile utilizeaza standardele existente pentru schimbul de date ADN si date dactiloscopice.
(2) Procedura de transmitere, in cazul cZutdrilor automate $i compardrii profilelor ADN si a
datelor dactiloscopice, va fi realizata printr-o structurd descentralizata.

(3) Vor fi luate misuri adecvate pentru asigurarea confidentialititii i a integritdfii datelor
transmise altor Parti, incluzédnd criptarea acestora.

(4) Partile vor lua masurile necesare pentru a garanta integritatea profilelor ADN si a datelor
dactiloscopice puse la dispozitie sau trimise pentru comparare citre alte Pérti i pentru a asigura
cd misurile sunt conforme cu standardele internationale.
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Articolul 11
Specificatii tehnice si procedurale

(1) Partile vor respecta specificatiile tehnice comune in legiturd cu toate solicitirile si
raspunsurile referitoare la cautirile si comparirile de profile ADN, date dactiloscopice si date
privind inmatricularea vehiculelor.

(2) Aceste specificatii tehnice §i procedurale sunt stabilite in Acordul de implementare si in
manualele de utilizare.

CAPITOLUL IV
PROTECTIA DATELOR

Articolul 12
Nivelul de protectie a datelor

in ceea ce priveste prelucrarea datelor cu caracter personal care sunt sau au fost furnizate in
conformitate cu prezentul Acord, fiecare Parte va garanta in legislatia nationala proprie un nivel
de protectie a datelor cu caracter personal echivalent in esenyd cu cel reglementat de Directiva
(UE) 2016/680 si Conventiile si recomandérile relevante ale Consiliului Europei.

Articolul 13
Scop

(1) Prelucrarea datelor cu caracter personal de citre Partea care le primeste trebuie permisa
numai in scopul pentru care datele au fost furnizate in conformitate cu prezentul Acord.
Prelucrarea in alte scopuri va fi permisid numai cu autorizarea prealabild a Pértii care
administreazd figsierul si supusi legislatiei nationale a Partii care o primeste. O astfel de
autorizare poate fi acordatd cu condifia ca prelucrarea pentru alte scopuri sd fie permisa de
legislatia nationala a Pé#rtii care administreaza fisierul.
(2) Prelucrarea datelor furnizate, in conformitate cu articolele 3, 4 si 6, de catre Partea care
executd cautdrile sau compardrile va fi permisa doar pentru:

(a) a stabili dacé existd o concordanid intre profilele ADN comparate;

(b) a stabili daci existd o concordantd intre datele dactiloscopice comparate;

(c) a pregiti si a inainta o cerere de asistentd politieneascd sau judiciard in conformitate cu

legislatia nationala, daca existd concordanta certd intre aceste date, prin punctele nationale
de contact desemnate potrivit articolelor 7 si 8;

(d) inregistrare, in sensul articolului 17.
(3) Partea care administreaza figierul poate prelucra datele care i-au fost furnizate in conformitate
cu articolele 3, 4 si 6 numai atunci cdnd este necesar pentru scopul compararii, asiguririi
rispunsurilor automate la c3utdri sau pentru inregistrare, in conformitate cu prevederile
articolului 17. Datele furnizate vor fi sterse imediat dupd compararea datelor sau dupd rdspunsuri
automate la cAutdri daci nu mai sunt necesare pentru prelucriri viitoare in scopurile mentionate
la literele (b) si (c) ale alineatului (2).
(4) Datele furnizate in conformitate cu articolul 9 pot fi utilizate de Partea care administreazi
fisierul numai atunci cind acest lucru este necesar pentru scopul asigurdrii de rdspunsuri
automate la procedurile de cdutare sau pentru inregistrarile prevdzute la articolul 17. Datele
furnizate vor fi sterse imediat dupa primirea raspunsurilor automate la cautiri, dacd nu mai sunt
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necesare prelucrdrilor viitoare pentru inregistrarea previzutd la articolul 17. Partea care
realizeazd cautarea poate utiliza datele primite intr-un rdspuns numai pentru procedura pentru
care s-a realizat cautarea.

Articolul 14
Autoritati competente

Datele cu caracter personal furnizate pot fi prelucrate numai de catre autorititile competente de
aplicare a legii cu responsabilitate pentru sarcini ce pot asigura atingerea obiectivelor mentionate
la articolul 13. n special, datele pot fi furnizate catre alte entitii numai cu acordul prealabil al
Partii care le furnizeaza si In concordanti cu legislatia nationala a Pirtii care le primeste.

Articolul 15
Acuratetea, relevanta actuala si perioada de stocare a datelor

(1) Parfile vor asigura acuratetea si relevanta actuald a datelor cu caracter personal. Daca rezulta
din oficiu sau ca urmare a notificérii persoanei fizice vizate ca date incorecte sau care nu trebuiau
puse la dispozitie au fost furnizate, acest lucru va fi notificat fard intarziere citre Partea sau
Pirtile primitoare. Partea sau Pértile implicate sunt obligate sd corecteze sau si steargd datele.
Mai mult, datele cu caracter personal furnizate trebuie si fie corectate dacid sunt identificate ca
fiind incorecte. Daca autoritatea care le primegte are un motiv si creada ci datele furnizate sunt
incorecte sau ar trebui sterse, autoritatea care le furnizeaza trebuie informata imediat.

(2) Datele, a cdror acuratete este contestati de cétre persoana vizatd §i a ciror acuratefe sau
inexactitate nu poate fi stabilitd, vor fi marcate, in conformitate cu legislatia nationala a Partilor,
cu un steag la solicitarea persoanei vizate. Daci existd un steag, acesta poate fi eliminat in
conformitate cu legislatia nationala a Pértilor $i numai cu permisiunea persoanei vizate sau in
baza deciziei unei instante competente sau a unei autoritafi independente de protectie a datelor.
(3) Datele cu caracter personal furnizate care nu ar fi trebuit si fie furnizate sau primite trebuie
sterse. Datele care sunt, in mod legal, furnizate §i primite trebuie sterse:

(a) daci nu sunt sau nu mai sunt necesare pentru scopurile pentru care au fost furnizate; dacé
datele personale au fost furnizate fard solicitare, autoritatea care le primeste trebuie si
verifice imediat daca acestea sunt necesare pentru scopurile pentru care au fost furnizate;

(b) dupd expirarea perioadei maxime pentru péstrarea datelor, previzutd de legislatia
nationald a Partii care le furnizeaza, atunci cdnd autoritatea care le-a furnizat a informat
autoritatea primitoare despre acea perioadd maximé la momentul furnizérii datelor.

Atunci cdnd existd motive pentru a crede cid stergerea poate produce prejudicii intereselor
persoanei vizate, datele trebuie sa fie pastrate, in conformitate cu legislatia nationala.

Articolul 16
Masuri tehnice §i organizatorice de asigurare a protectiei si securititii datelor

(1) Autoritatile care furnizeaza si cele care primesc iau masuri pentru a se asigura cé datele sunt
protejate in mod eficient impotriva distrugerii accidentale sau neautorizate, pierderii accidentale,
accesului neautorizat, alteririi accidentale sau neautorizate si dezviluirii neautorizate.
(2) Caracteristicile specificatiilor tehnice ale procedurilor automate de ciutare sunt reglementate
in misurile de implementare, conform articolului 20, care asigura ca:
(a) vor fi luate masuri tehnice de ultima generatie pentru asigurarea protectiei §i securitafii
datelor st in special a confidentialititii i integritdtii datelor;
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(b) sunt utilizate proceduri de criptare si autorizare recunoscute de autoritdfile competente
atunci cind se recurge la refele general accesibile; si
(c) poate fi verificatd admisibilitatea cautirilor in conformitate cu articolul 17 alineatele (2),

(4 51 (5).

Articolul 17
Autentificare si inregistrare: reguli speciale ce guverneaza furnizarea automata si
neautomata

(1) Fiecare Parte va garanta ci orice furnizare neautomata §i orice receptie neautomatd de date cu
caracter personal de citre autoritatea care administreaza fisierul si de citre autoritatea care
realizeazi cdutarea este inregistratd pentru a fi verificatd admisibilitatea furnizarii. fnregistrarea
trebuie sd contind urmatoarele informatii:

(a) motivul furnizérii;

(b) datele furnizarii;

(c) data furnizarii si

(d) numele sau codul de referinid al autorititii care a realizat cdutarea si al autoritifii care
administreaza fisierul.

(2) Urmatoarele reguli trebuie aplicate la cautdrile automate de date, prevazute la articolele 3, 4
$i 6 si articolul 9:

(a) doar ofiterii special autorizati pot executa ciutiri automate sau comparéri. Lista ofiterilor
autorizati si execute cdutiri automate sau comparari va fi pusi la dispozitie, ca urmare a
unor solicitdri, autorititilor de supraveghere previzute la alineatul (5) si cétre alte Parti;

(b) fiecare Parte se va asigura cd fiecare operatiune de furnizare gi primire a datelor cu
caracter personal de citre autoritatea care administreazi fisierul §i de cétre autoritatea care
realizeazd clutdrile este inregistratd, inclusiv notificarile cu privire la existenta sau
inexistenta unei concordante. Inregistrarea va include urmatoarele informatii:

(i) datele furnizate;

(i) data si ora exactd a furnizérii §i

(iii) numele sau codul de referintd al autorititii care realizeazi cAutarea si al autoritafii care

administreaza figierul.

Autoritatea care realizeazi ciutarea va inregistra, de asemenea, motivul céutérii sau furnizarii
precum si elemente de identificare ale functionarului care a efectuat cutarea si ale functionarului
care a dispus ciutarea sau furnizarea.
(3) Autoritatea responsabild cu inregistrarea va comunica imediat datele inregistrate, la cererea
autorititilor competente in domeniul protectiei datelor ale Par{ii relevante, cel mai tirziu in
decurs de 4 siptimani de la primirea solicitarii. Datele inregistrate pot fi utilizate numai in
urmaitoarele scopuri:

(a) monitorizarea protectiei datelor;

(b) asigurarea securitatii datelor.
(4) Datele inregistrate vor fi protejate cu masuri adecvate impotriva utilizarii nepotrivite si a altor
forme de utilizare improprie si vor fi pastrate pentru doi ani. Dupa perioada de conservare, datele
inregistrate trebuie sterse de indata.
(5) Responsabilitatea pentru verificari legale ale furnizarilor sau primirilor de date cu caracter
personal apartine autoritatilor independente de protectie a datelor sau, dupd caz, autoritatilor
judiciare ale Pirtilor respective. Oricine poate solicita acestor autoritati si verifice legalitatea
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prelucririi datelor propriei persoane, in conformitate cu legislajia nationala. Independent de
aceste solicitdri, aceste autoriti{i §i organisme responsabile pentru inregistrare vor realiza
verificari aleatorii privind legalitatea informatiilor furnizate, avand la baza fisierele implicate.

{(6) Rezultatele unor astfel de verificéri trebuie sé fie péstrate pentru inspectie timp de 18 luni de
citre autorititile independente de protectie a datelor. Dupd aceastd perioadd, acestea trebuie
sterse imediat. Fiecarei autorititi de protectie a datelor ii poate fi solicitat de c#tre autoritatea
independenti de protectie a datelor a unei alte Parti sa-si exercite atributiile, in conformitate cu
legislatia nationald. Autorititile independente de protectie a datelor ale Pértilor realizeaza
sarcinile privind inspecfia, necesare pentru cooperarea reciprocd, in special prin schimbul
relevant de informati.

Articolul 18
Drepturile persoanelor vizate la informare si despagubiri

(1) La solicitarea persoanelor vizate, in temeiul legislatiei nationale, vor fi furnizate informatii in
conformitate cu legislatia nationala, citre persoana vizatd cu privire la producerea probelor
identitatii sale, fard cheltuieli nerezonabile, in termeni general inteligibili si fard intirzieri
inacceptabile, cu privire la datele prelucrate in interesul persoanei sale, originea datelor,
destinatarul sau grupul de destinatari, scopul prelucririi si, atunci cand legislatia nationala o cere,
baza legali a prelucririi. In plus, persoana vizata are dreptul de a-i fi corectate datele inregistrate
in mod eronat si de a-i fi sterse datele inregistrate in mod ilegal. Partile se vor asigura, de
asemenea, ¢i in cazul violarii drepturilor sale, in ceea ce priveste protectia datelor, persoana
vizatd va putea si depund o plangere efectivd la o instanti independentd sau la un tribunal in
sensul articolului 6 alineatul (1) al Conventiei Europene privind Drepturile Omului sau cétre o
autoritate independentd de supraveghere stabilitdi in conformitate cu prevederile legislafiei
nationale potrivit standardelor esential echivalente cu Directiva (UE) 2016/680 si Conventia si
recomandirile Consiliului Europei relevante si ii va fi data posibilitatea si ceard despégubiri sau
alte forme legale de compensare. Regulile detaliate pentru procedura de revendicare a acestor
drepturi i motivele limitarii dreptului de acces vor fi guvernate de dispozitiile legale nationale
relevante ale Pirtii unde persoana vizatd isi revendica drepturile.

(2) Atunci cind o autoritate a uneia dintre Parti a furnizat date cu caracter personal in baza
prezentului Acord, autoritatea primitoare a celeilalte Parti nu poate invoca inexactitatea datelor
cu scopul de a se sustrage rispunderii fata de partea vitimati conform legislatiei nationale. Daca
despdgubirile sunt acordate de catre autoritatea primitoare ca urmare a utilizarii datelor
inexacte, transferate, autoritatea care furnizeaza datele trebuie si ramburseze, in totalitate,
cuantumul despagubirilor platite.

Articolul 19
Informatia solicitati de parti

Partea primitoare va informa Partea care furnizeazi, la cerere, cu privire la prelucrarea datelor
primite $i la rezultatele obtinute.
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CAPITOLUL V
DISPOZITII FINALE

Articolul 20
Acordul de implementare si manualele de utilizare

(1) in baza si in scopul prezentului Acord, Partile vor incheia un acord pentru implementarea sa.
(2) Manualele de utilizare vor fi pregatite §i actualizate de catre grupul de experti compus din
reprezentanti ai Piartilor. Manualele de utilizare contin informatii de naturd administrativd si
tehnici necesare pentru schimbul eficient si efectiv de date.

Articolul 21
Evaluarea schimbului de date

(1) Va fi realizata o evaluare a aplicérii administrative, tehnice i financiare a schimbului de date,
realizat in conformitate cu capitolul I al prezentului Acord. Evaluarea trebuie realizati inainte de
inceperea schimburilor de date. Dacé este necesar, evaluarea poate fi repetatd si pentru acele
Par{i care deja aplicd Acordul. Evaluarea va fi realizatd cu privire la categoriile de date pentru
care s-a demarat schimbul de date intre Partile implicate. Evaluarea se va face in baza rapoartelor
Partilor respective.

(2) Evaluarea este realizati de un grup de lucru comun format din reprezentan{i ai Partilor.
Grupul de lucru se intruneste la solicitarea uneia dintre Pérti sau in mod regulat o data la cinci
ani.

Articolul 22
Relatia cu alte acorduri internationale

(1) Prezentul Acord nu va afecta drepturile, obligatiile sau responsabilitafile Parfilor care decurg
din alte acorduri internationale la care acestea sunt parte.
(2) Dacd nu este prevazut altfel, iIn mod expres, in prezentul Acord, cooperarea va fi realizati in

scopul previzut de legislatia nationala aplicabili a Pértilor.

Articolul 23
Implementare si aplicare

(1) Pirtile vor informa Depozitarul cu privire la faptul ci au implementat obligatiile stabilite
acestora prin prezentul Acord §i au desemnat puncte nationale de contact, in conformitate cu

prezentul Acordul.
(2) Daci a fost realizatd o evaluare pozitivi a unei Parti in contextul prezentului Acord (articolul

21) sau a Uniunii Europene, Partea in cauzi poate aplica prezentul Acord imediat in relafia cu
toate celelalte Parti care de asemenea au fost evaluate pozitiv. Partea In cauzid va informa

Depozitarul in consecinti.
(3} Declaratiile transmise potrivit prevederilor alineatului (1) al prezentului articol pot fi

amendate in orice moment.
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Articolul 24
Depozitar

(1) Depozitarul prezentului Acord este Republica Serbia.

(2) Depozitarul va trimite o copie legalizati a Acordului fiecirei Parti.

(3) Depozitarul va notifica Partile cu privire la depozitarea fiecdrui instrument de ratificare,
acceptare, aprobare sau aderare, la orice declaratii sau notificéri realizate in conexiune cu
prezentul Acord.

(4) Depozitarul va notifica toate Partile cu privire la data intréarii in vigoare a prezentului Acord,
in conformitate cu articolul 26.

Articolul 25
Ratificarea, acceptarea, aprobarea, aderarea sau formularea de rezerve

(1) Prezentul Acord este supus ratificdrii, acceptirii sau aprobdrii Partilor. Instrumentele de
ratificare, acceptare sau aprobare vor fi depuse la Depozitar.

(2) Prezentul Acord va fi deschis aderirii oricirei Par{i PCC SEE. Instrumentul de aderare va fi
depus la depozitar.

(3) Nu sunt acceptate rezerve la prezentul Acord.

Articolul 26
Intrarea in vigoare

(1) Prezentul Acord va intra in vigoare in a saizecea zi de la data depozitérii celui de-al doilea
instrument de ratificare, acceptare, aprobare sau aderare.

(2) Pentru fiecare Parte care ratifica, acceptd, aprobd sau aderd la prezentul Acord, dupi
depozitarea celui de-al doilea instrument de ratificare, acceptare, aprobare sau aderare, Acordul
va intra in vigoare in a saizecea zi de la depozitarea de citre Partea respectiva a instrumentului
de ratificare, acceptare, aprobare sau aderare.

Articolul 27
Retragere sau suspendare

(1) Prezentul Acord va fi incheiat pentru o pericadd nedeterminata de timp.

(2) Orice Parte se poate retrage din prezentul Acord, in orice moment, prin notificare scrisi
transmisa citre Depozitar. Retragerea va intra in vigoare la 6 luni de la data primirii notificérii de
citre Depozitar.

(3) Indiferent de incetarea aplicirii prezentului Acord prevederile Capitolului IV se vor aplica in
ceea ce priveste datele procesate.

(4) Orice Parte poate suspenda aplicarea prezentului Acord in tot sau in parte daci este necesar
din motive de ordine publicd, securitate nationald sau protectia sénati{ii publice. Partile vor
notifica Depozitarul, fara intirziere, privind adoptarea sau revocarea unei astfel de masuri. Orice
misura adoptati in conformitate cu prezentul alineat va produce efecte la cincisprezece zile dupa
primirea notificérii de cétre Depozitar.

(5) Depozitarul va informa celelalte Parti, fira intarziere, cu privire la notificarea de retragere sau
suspendare.




Drept care, subsemnatii, autorizati de drept, au semnat prezentul Acord

Pentru Republica Albania

(ex)
Pentru Republica Austria

(...)

Pentru Bosnia si Hertegovina

()

Pentru Republica Bulgaria

()

Pentru Ungaria

()

Pentru Republica Macedonia

(...)
Pentru Republica Moldova

()

Pentru Muntenegru

(...)

Pentru Roménia

(..)
Pentru Republica Serbia

(...)

Pentru Republica Slovenia

(...)

Incheiat la Viena, la 13 septembrie 2018, intr-un singur exemplar original, in limba englezi.
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Traducere oficiald din limba englezd

ACORD DE IMPLEMENTARE
A ACORDULUI iNTRE
PARTILE LA CONVENTIA DE COOPERARE POLITIENEASCA PENTRU EUROPA
DE SUD-EST
PRIVIND
SCHIMBUL AUTOMAT DE DATE ADN, DATE DACTILOSCOPICE SI DATE
PRIVIND INMATRICULAREA VEHICULELOR

Partile la prezentul Acord de implementare,

in baza Conventiei de cooperare politieneascd pentru Europa de Sud-Est (denumita in continuare
"PCC SEEN),

fn conformitate cu prevederile articolului 20 din Acordul intre pértile la Conventia de cooperare
politieneascd pentru Europa de Sud-Est privind schimbul automat de date ADN, date
dactiloscopice si date privind inmatricularea vehiculelor (denumit in continuare ,,Acordul"),

Au convenit urmatoarele:

Articolul 1
Scop

Scopul prezentului Acord de implementare este de a stabili prevederile administrative gi tehnice
necesare pentru implementarea Acordului.

Articolul 2
Definitii

Pentru scopurile prezentului Acord de implementare sunt utilizate definifiile previzute la
articolul 1 din Acord.

Articolul 3
Specificatii tehnice

(1) Pirile vor respecta specificatiile tehnice comune in legiturd cu toate solicitarile si
raspunsurile referitoare la cautdri si comparari de profile ADN, date dactiloscopice si date
privind inmatricularea vehiculelor. Pentru solicitarea §i punerea la dispozifie a datelor
suplimentare cu caracter personal §i a altor informatii, dupa confirmarea concordantelor privind
datele dactiloscopice sau datele ADN, prin punctele nationale de contact, in conformitate cu
articolele 7 st 8 din Acord, desemnarea si structura datelor cu caracter personal de bazi, a
informatiilor relevante cu privire la infractiuni si/sau a datelor despre caz pot fi convenite pentru
simplificarea si accelerarea furnizarii unor astfel de date cu caracter personal de baza.

(2) Aceste specificatii tehnice sunt prevdzute in manualele de utilizare, in conformitate cu
prevederile articolului 20 din Acord (denumite in continuare ,,manuale de utilizare™).




Articolul 4
Retea de comunicatii

(1) Schimbul electronic de date ADN, date dactiloscopice si date privind inmatricularea
vehiculelor intre Pirti se va realiza prin utilizarea de retele virtuale private, cu criptare.

(2) Detaliile tehnice privind reteaua de comunicatii si detaliile de contact si de disponibilitate ale
punctelor tehnice de contact se vor stabili in manualele de utilizare.

Articolul 5
Disponibilitatea schimbului automat de date

Partile vor lua toate masurile necesare pentru a se asigura cé procedurile automate de cautare sau
de comparare a datelor ADN, datelor dactiloscopice sau datelor privind inmatricularea
vehiculelor sunt posibile 24 ore din 24 si 7 zile pe siptimana. in eventualitatea unor defectiuni
tehnice, punctele nationale de contact ale Partilor se vor informa imediat reciproc §i vor conventi
asupra unor alternative temporare de schimb a informatiilor, in conformitate cu prevederile
legale aplicabile. Schimbul automat de date va fi restabilit cat mai repede posibil.

Articolul 6
Principiile schimbului de date ADN

(1) Partile vor utiliza standardele existente pentru schimbul de date ADN, precum Setul Standard
European (ESS) sau Setul Standard Interpol cu privire la secventele ADN/Loci (ISSOL).

(2) Procedura de transmitere, in cazul cautdrii §i compararii automate a profilelor ADN se va
realiza printr-o structurd descentralizata.

(3) Vor fi luate masuri adecvate pentru asigurarea confidenfialitdfii si integritafii datelor
transmise citre alte Parti, inclusiv criptarea acestora.

(4) Partile vor lua misurile necesare pentru a garanta integritatea profilelor ADN puse la
dispozitie sau transmise pentru comparare cétre alte Parti §i pentru a se asigura cd aceste mésuri
sunt conforme cu standardele internationale precum ISO 17025.

(5) Partile vor utiliza codurile Pértii in conformitate cu standardul ISO 3166-1 alpha-2.

Articolul 7
Reguli pentru solicitiri si raspunsuri

(1) O solicitare pentru ciutare sau comparare automati, asa cum este previzutd in articolele 3 si
4 din Acord, va include doar urmétoarele informatii:
(a) codul Pirtii al Partii solicitante;
(b) data, ora si numarul cererii;
(c) profilele ADN si numerele de referinta ale acestora;
(d) tipurile profilelor ADN transmise (profile ADN neidentificate sau profile ADN de
referintd); si
(e) informatii solicitate pentru controlul sistemelor de baze de date si controlul calitatii
privind procesele de cautare automata.

(2) Raspunsul (raportul privind concordanta) la cererea mentionata la alineatul (1) va contine
doar urmaitoarele informatii:
(a) o indicatie referitoare la una sau mai multe concordante (concordante certe) sau
neconcordante (neconcordante certe);
(b) data, ora si numarul solicitérii;




(¢) data, ora si numdrul rispunsului;

(d) codurile Partii ale Partilor solicitante si solicitate;

(e) numerele de referinta ale Partilor solicitante si solicitate;

(f) tipul profilelor ADN transmise (profile ADN neidentificate sau profile ADN de
referintad);

(g) profilele ADN solicitate §i aflate in concordanti; si

(h) informatiile solicitate pentru controlul sistemelor de baze de date si pentru controlul
calitdtii proceselor automate de cautare.

(3) Notificari automate ale unei concordante vor fi furnizate numai dacd compararea sau ciutarea
automati a rezultat intr-o concordanti a numarului minim de loci. Acest minim este mentionat in
manualele de utilizare.

(4) Pirtile se vor asigura cu privire la faptul ca solicitérile respectd declaratiile emise in temeiul
articolului 2 alineatul (3) din Acord. Aceste declaratii vor fi reproduse in manualele de utilizare.

Articolul 8
Proceduri de transmitere pentru ciutarea automati a profilelor ADN neidentificate sau a
profilelor ADN de referinta

(1) Daci, intr-o cautare cu un profil ADN neidentificat sau un profil ADN de referintd, nu sunt
gisite concordante in baza nationalad de date sau este gasitd o concordantd cu un profil ADN,
profilul ADN poate fi, ulterior, transmis cétre toate bazele de date ale Partilor §i dacd intr-o
ciutare a acestui profil ADN sunt identificate concordante cu profilul ADN de referin{a si/ sau cu
profile ADN neidentificate in bazele de date ale altor P#rti, aceste concordante vor fi comunicate
automat si datele ADN de referintd vor fi transmise Pértii solicitante; daci nu pot fi identificate
concordante in bazele de date ale altor Parti, acest aspect va fi comunicat automat catre Partea
solicitanta.

(2) Daca intr-o cdutare cu profil ADN neidentificat, o concordantd este gasitd in bazele de date
ale altei Parti, fiecare Parte interesatd poate introduce notificari referitoare la acest aspect in

bazele sale de date nationale.

Articolul 9
Principii pentru schimbul de date dactiloscopice

(1) Digitalizarea datelor dactiloscopice si transmiterea lor catre alte Parfi va fi realizatd in
conformitate cu formatul de date specificat in manualele de utilizare.

(2) Fiecare Parte se va asigura ci datele dactiloscopice transmise sunt de calitate suficientd
pentru o comparare prin sistemul automat de identificare a amprentelor (AFIS).

(3) Procedura de transmitere pentru schimbul de date dactiloscopice se va realiza printr-o

structurd descentralizata.
(4) Vor fi luate maisurile necesare pentru asigurarea confidentialitdtii si integritatii datelor

dactiloscopice transmise altor Parti, inclusiv criptarea acestora.
(5) Partile vor utiliza codurile Partii in conformitate cu standardul ISO 3166-1 alpha-2.

Articolul 10
Capacititile de cdutare a datelor dactiloscopice

(1) Fiecare Parte se va asigura ci solicitdrile de cautare nu excedeaza capacitafile de cautare
specificate de Partea solicitatd. Partile vor transmite declaratii in care vor preciza capacitatile
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maxime de ciutare pe zi pentru date dactiloscopice ale persoanelor identificate si date
dactiloscopice ale persoanelor neidentificate inca.

(2) Numairul maxim de candidati acceptati pentru verificare la o transmitere este specificat in
manualele de utilizare.

Articolul 11
Reguli privind solicitdrile si rispunsurile in legituri cu datele dactiloscopice

(1) Partea solicitatd va verifica calitatea datelor dactiloscopice transmise, fara intdrziere, printr-o
proceduri complet automati. In cazul in care datele sunt nepotrivite pentru compararea
automati, Partea solicitatd va informa Partea solicitantd fara intarziere.

(2) Partea solicitatd va realiza cdutari in ordinea in care solicitérile sunt primite. Solicitarile vor fi
prelucrate in decurs de 24 de ore printr-o procedura complet automata. Partea solicitantd, in cazul
in care legislatia nationald proprie prevede, poate solicita o prelucrare accelerati a solicitarii sale,
iar Partea solicitatd va realiza aceste c3utdri fard intirziere. Dacd termenele nu pot fi respectate
din motive de forti majord, compararea va fi realizatd, fard intdrziere, imediat dupd ce
impedimentele au disparut.

Articolul 12
Principii referitoare la ciutarea automati a datelor privind inmatricularea vehiculelor

(1) Pentru ciutarea automatd a datelor privind inmatricularea vehiculetor, Pirtile vor utiliza o
versiune a aplicatiei software a Sistemului european de informatii privind vehiculele si permisele
de conducere (EUCARIS), special conceputd pentru punerea in aplicare a articolului 12 al
Deciziei 2008/615/JAI a Consiliului din 23 iunie 2008 privind intensificarea cooperdirit
transfrontaliere, in special in domeniul combaterii terorismului si a criminalitdfii transfrontaliere
si versiuni actualizate ale acestei aplicatii.

(2) Cautarea automati a datelor privind inmatricularea vehiculelor se realizeaza printr-o structura

descentralizata.
(3) Informatiile schimbate prin sistemul EUCARIS vor fi transmise in format criptat.

(4) Elementele datelor privind inmatricularea vehiculelor susceptibile de a fi schimbate, sunt

specificate in manualele de utilizare.
(5) In implementarea articolului 9 din Acord, Partile pot oferi prioritate cdutarilor legate de

combaterea criminalititii grave.

Articolul 13
Costuri

Fiecare Parte va suporta costurile proprii rezultate din administrarea, utilizarea si intretinerea
prezentului Acord de implementare, in special in ceea ce priveste aplicatia software EUCARIS,
mentionata in articolul 12.

Articolul 14
Manuale de utilizare

Detalii suplimentare referitoare la informatiile tehnice si administrative necesare pentru un
schimb de date eficient sunt previzute in manualele de utilizare.
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Articolul 15
Autorititi independente de protectie a datelor

Pirtile vor informa Depozitarul Acordului referitor la autoritatile independente de protectie a
datelor, mentionate in articolul 17 din Acord.

Articolul 16
Dispozitii finale

(1) Prezentul Acord de implementare va produce efecte de la intrarea in vigoare a Acordului, in
conformitate cu articolul 26 din Acord.

(2) Prezentul Acord de implementare este incheiat pentru o pericadd nedeterminatd de timp.
Prezentul Acord de implementare va inceta sa se aplice In acelasi timp cu Acordul.

(3) Prezentul Acord de implementare poate fi amendat de citre Parfi. Amendamentele vor fi
ficute in scris §i vor intra in vigoare in conformitate cu prevederile alineatului (1) al prezentului
articol.

(4) Prezentul Acord de implementare va fi deschis pentru aderare, sub rezerva aderirii anterioare
la Acord.

Drept care, subsemnatii, autorizati de drept, au semnat prezentul Acord de implementare

Pentru Republica Albania

(..)
Pentru Republica Austria

()
Pentru Bosnia i Hertegovina
(..}

Pentru Republica Bulgaria
(...)

Pentru Ungaria

(...)

Pentru Republica Macedonia

(...)
Pentru Republica Moldova

()

Pentru Muntenegru

(...)

Pentru Roménia

()

Pentru Republica Serbia

()

Pentru Republica Slovenia

Incheiat la Viena, la 13 septembrie 2018, intr-un singur exemplar original, in limba engleza.




Traducere din limba engleza

PROTOCOL
DE MODIFICARE A ACORDULUI INTRE STATELE PARTI LA CONVENTIA DE
COOPERARE POLITIENEASCA PENTRU EUROPA DE SUD EST PRIVIND SCHIMBUL
AUTOMAT DE DATE ADN, DATE DACTILOSCOPICE SI DATE PRIVIND
INMATRICULAREA VEHICULELOR

Republica Albania, Republica Austria, Republica Bulgaria, Ungaria, Republica Moldova,
Muntenegru, Republica Macedonia de Nord, Roménia si Republica Serbia {denumite in

continuare "Parti"),

in dorinta de a modifica Acordul intre statele parti la Conventia de Cooperare Politieneasca
pentru Europa de Sud Est privind schimbul automat de date AND, date dactiloscopice si
date privind inmatricularea vehiculelor (denumit in continuare "Acord"), in vederea clarificarii
prevederilor privind prevalenta dreptului Uniunii Europene pentru membrii Uniunii Europene
si competenta exclusiva a Comisiei Europene de a da decizii de adecvare privind nivelul de
protectie al datelor in statele terte,

Au convenit urmatoarele:
Articolul 1

in articolu! 12 al Acordului, textul actual va fi considerat alineatul 1 si va fi introdus urmatorul
alineat 2:

"(2) Prezentul Acord nu certifica in niciun fel c& un stat tert la Uniunea Europeana asigura
un nivel adecvat de protectie a datelor In conformitate cu legislatia UE si, in special,
conform Directivei (UE) 2016/680".

Articolul 2

in articolul 22 al Acordului va fi introdus un nou alineat 3:

"(3) Tn ceea ce priveste prezentul Acord sau orice acord de implementare a acestuia, Partile
care sunt membre ale Uniunii Europene in relatiile dintre ele vor aplica regulile Uniunii
Europene, in masura in care exista astfel de reguli ale Uniunii Europene care s guverneze
subiectui de referinta”.

Articolul 3

(1) Prezentul Protocol este deschis spre semnare oricarei Parti la Conventia de Cooperare
Politieneasca pentru Europa de Sud Est (Parte PCC SEE).

(2) Prezentul Protocol va fi ratificat, acceptat sau aprobat de catre semnatarii sai. Instrumentele
de ratificare, aderare sau aprobare vor fi depozitate la Depozitarul Acordului.
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(3) O Parte PCC SEE nu poate sa ratifice, accepte sau aprobe prezentul Protocol decét daca
anterior sau simultan a ratificat, acceptat, aprobat sau a aderat la Acord.

(4) Dupa semnarea prezentului Protocol i inainte de intrarea in vigoare, o Parte PCC SEE nu
poate s3 ratifice, accepte, aprobe sau s& adere la Acord decét dac anterior a ratificat,
acceptat sau aprobat prezentul Protocol.

(5) Nu vor fi exprimate rezerve cu privire la prezentul Protocol.

Articolul 4

(1) Prezentul Protoco! va intra in vigoare dupa ratificarea, acceptarea sau aprobarea de catre
toate Partile la Acord la data semndrii prezentului Protocol in a saizecea zi de la data
depozitarii ultimului instrument de ratificare, acceptare sau aprobare. Pentru fiecare
semnatar care isi exprima ulterior intentia de a fi parte la prezentul Protocol, acesta va intra
in vigoare in a saizecea zi de la depozitarea instrumentului séu de ratificare, acceptare sau
aprobare.

(2) Fiecare Parte PCC SEE care semneaza, ratifica, acceptd sau aprobd prezentul Protocol
poate s& declare ca aplica provizoriu articolele 1 $i 2 ale prezentului Protocol pana la
intrarea in vigoare a Protocolului.

(3) De indaté ce prezentul Protocol intré in vigoare, Depozitarul va stabili textul Acordului asa
dupa cum a fost modificat prin prezentul Protocol i va transmite o copie certificata a
Acordului modificat tuturor Partilor PCC SEE.

(4) Orice Parte PCC SEE care adera la Acord dupa intrarea in vigoare a prezentului Protocol
poate deveni Parte la Acord asa dupé cum a fost acesta modificat de prezentul Protocol.

(5) Prezentul Protocol se Tncheie pentru o perioada nedeterminata de timp. Acesta va rémane
in vigoare atat timp cat Acordul raméne Tn vigoare.

Subsemnatii, autorizati de drept, au semnat prezentul Protoco:

Pentru Republica Albania,

Pentru Republica Austria,

Pentru Republica Bulgaria,

Pentru Ungaria,

Pentru Republica Moldova,

Pentru Muntenegru,

Pentru Republica Macedonia de Nord,
Pentru Romania,

Pentru Republica Serbia

incheiat 12 ......ccoovevevvevinnn, 18 e, 2021, Intr-un singur exemplar original, in
limba engleza.
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Protocol amending the Agreement hetween the Parties to the Police Conperation |

[
Canvention for Southeast Enrope on the antomated exchange of DNA data,
‘ dactyloscopic data wnd vehicle registration data
i
1
i
The Republic of Albania, the Repubiic of Austriz, the Repulslic of Bulgaria, |ungar . the Republic §
P ol Moldava, Mentenegro, the Republic of Novdr Macedonia, Remaniz and the Republic ot Serbia,
H
; i
| e
o Desiring woumend the Apreemenl hetween the Parties o the Palice Coaperation Convention lor i}
P Southeast Eurspe on the automated exchiange of DNA (s, dactylosespic dat and vehivle repisization It
C dam therealter referred 1o as “Agrecment™) in onder (o ¢l [y provisions on the primacy of Eurcpean |
. Maden taw for members of tie Purapean Earion and the exclusive competenee of the Furopenn i
P Commission ke adequincy decisinns coneeriting the dia protection level in third sttes, iy
1 I
i
i
.
. Have agreed on the Tollowing: 'i
| |
' >
o
: Article § i
!
I
U I Ariede 12 of the Agrecment, the carrent text shall be designated as paragraph 1 and the foilowing
0 new parageaph 2 shail be inserted - b
) i
: i
‘ ") This Apreement is not meant 1 ceti] v whether or nota thind country 1 the European Lnton |
: ensures an adedguine vl al dasa protection acenrding to BV legislation and, in particular, within e :
SUmeaning of the Direcvive (115 2016 680, i
s f
i |
; Article 2
0
|
i s . \ .
b B Adticle 22 o the Apreement the following new puragraph 3 shatl be inserted:
»
M3 With regind w0 this Agrecmient or any agreement faplenienting i, e Pamies which are
1 members ofhe | wrepesn adon shatl 3o their muinat reta b, apphy the rules of the European Union,
P L as thiere are Puropean Union rales governing the partivalar subject concerned.”
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Artiele 3 ‘
i
E
Ihis Protoceol shalt be apen for signaure by ey Party (o the Police Cooperation Cosvention |
five Southeast Europe (PCC SET Party b

This Protoen! is subject to ratilication. sereflanee or approval of s Signwdorics, The |
instzuments of ratification. sceeptince or approval shalt he deposited with he Depositary of 1
the Agreement, P

A PUCSEL Party may no ratify. weept or approve His Protoeol unless it has eVIOUSIY or
simultaneousty rified. asecepied, appraved or acceded to the Agreement,

. s Lo . . N, P
After the sipnature of this Protocol and helore it entry ante farce, a PCCSER Party wy nop ||
atifv, aeeept, approve or acevde @ the Aprecimnent unless it has simultancously rutificd,
decepted or approved this Protoea,

Novresenvations may be made 1o 1his Protoenl,

P ottt gl L,

Article 4

This Protwcol shall enter o force after ratification, aeceptanee or approval by all Parties 1o
the Apreement as o the date el signature of this Protoval on the sixtieth day rotlonving the dote
Al the deposit of the last instrument of ratification. aceeplartee ok approval. For cach Signatory
subsequentls expressing its eonsent o be bound by this Protoesl. it shall enter imo foree on
the sixticth day aiter she deposit of its instrument of rati fication. acceptunce or approval,

Lach PCC SEE Pany signing. ratilying. accepting or approving this Protocol may dectare o
apply Articles and 2 of this Protaco) provisionally until the entry intoe foree of the Protcol.

As waon as this Protocel enters into foree, the Depositary shait establish the text of the
Agreement as amended by this Protocol and shall send a certified copy ol the amended
Agreement to W) PCC SEE Parties.

Any POC SEL Panty sceeding 1o 1he Agreement affer 1he emry into foree of this Protoeal nnn
anly become a Parly to the Avreement as amended by this Protocal.
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" This Protocol i cors linded osr an indefinite period of gme. Hanvever, B shail ecase oo be in

force  the sume time as the A preement ceases 1o be in Jince,
Inwitness whereol the urdersipied, ht-inf:hduly authorised have siened tifs Protoc]:
For the Republic of Alkanis
For the Republic of Austria
Far the Republic of Bulgaria
For Hungary
For the Republic of Moldova

For Mamonerrao

Ferdhe Republic of Narth Macedonia

(AN »

v
For Romania J

L 1

For the Republic of Serbia

cdayef 2021, in a single oviginal in

Done at
the English lanpuape.




PCC SEE

Mandated representatives of the Contracting Parties who sipned

The Protozol Amending the Azrcement betwern Lhe Parties 10 the Police Caoperation

Convertion for Seutheast Furope on the Automited Exchange of INA Data, Dactyloscopic
Datz2 and Vehicle Registration Data

Contracting Party

Republic of

Name and Surngme Position

Place znd date

l

Mr. Bledar (L

Minister of Interior

Yirana, 30 September 2021

Albaria

Republic of M. Wikalaus Austrian Ambassader in [Belgrade, 10 November 2021

Austria LUTTERDTTY Belprade

Republic o! Mr. Boyke RASHKOV Minister of Interior Sofia, 21 March 2022

Bulgaria

Hungary Mr. Ldszld tstvda DUX Hunparizn Ambassador |Skopje, 30 November 2071
In Skaple

Republic of Ms. Ana REVENCO Minister of Internal Chisinau, 22 December 2021

Moldava Affairs

Mantenegro My Sergej SCKULOVIC | Minister of the Interior

Fodgorica, 08 February 2022

Reoublic of North
Macedoniz

Mir. Qliver SPASQOVSKL

Minlster of Interior

Skopje, 30 November 2021

Romania

Mr, hutelian
PADURARL

State Secretary,
WiRistry of [nterng!
Afairs

Skepje, 30 November 2021

Republic of Sarbia

fAr, Aleksandar VULIN

Minister of the interigr

Belgrade, 19 August 2021
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IMPLEMENTING AGREEMENT
OF THE AGREEMENT
BETWEEN THE PARTIES TO THE POLICE COOPERATION CONVENTION FOR
SOUTHEAST EUROPE
ON THE AUTOMATED EXCHANGE OF DNA DATA, DACTYLOSCOPIC DATA
AND VEHICLE REGISTRATION DATA

The Parties to this Implementing Agreement,

Based on the Police Cooperation Convention for Southeast Europe (hereinafter referred
to as: “the PCC SEE”),

In accordance with Article 20 of the Agreement between the Parties to the Police
Cooperation Convention for Southeast Europe on the automated exchange of DNA data,
dactyloscopic data and vehicle registration data (hereinafter referred to as: “the

Agreement”),

Have agreed as follows:

Article 1
Aim

The aim of this Implementing Agreement is to lay down the necessary administrative
and technical provisions for the impiementation of the Agreement.

Article 2
Definitions

For the purposes of this Implementing Agreement the definitions in Article 1 of the
Agreement are used.

Article 3
Technical specifications

(1) The Parties shall observe common technical specifications in connection with all
requests and answers related to searches and comparisons of DNA profiles,
dactyloscopic data and vehicle registration data. For request and provision of further
personal data and other information after confirmed dactyloscopic or DNA hits via
national contact points in accordance with Articles 7 and 8 of the Agreement, the
designation and structure of core personal data, relevant criminal information and

provision,




{2) These technical specifications are laid down in User manuals, as referred to in Article
"+ 20 of the Agreement (hereinafter referred tao as: “the User manuals”).

Article 4
Communications network

(1) The electronic exchange of DNA data, dactyloscepic data and vehicle registration
data between the Parties shall take place using secure virtual private networks with

encryption,

(2} The technical details on the communication network and the contact details and
availability of the technical contact points shall be set forth in the User manuals.

Article 5
Availability of automated data exchange

The Parties shall take all necessary measures to ensure that automated searching or
comparison of DNA data, dactyloscopic data and vehicle registration data is possible 24
hours a day and seven days a week. n the event of a technical fault, the Parties' national
contact points shall immediately inform each other and shall agree on temporary
alternative information exchange arrangements in accordance with the legal provisions
applicable. Automated data exchange shall be re-established as quickly as possible.

Article 6
Principles of DNA data exchange

(1) The Parties shall use existing standards for DNA data exchange, such as the European
Standard Set (ESS) or the Interpol Standard Set of Loci {ISSOL).

(2) The transmission procedure, in the case of automated searching and comparison of
DNA profiles, shall take place within a decentralised structure.

(3} Appropriate measures shali be taken to ensure confidentiality and integrity for data
being sent to other Parties, including their encryption.

(4) The Parties shall take the necessary measures to guarantee the integrity of the DNA
profiles made available or sent for comparison to the other Parties and to ensure that

these measures comply with international standards such as 1SO 17025.

(5) Parties shall use Party codes in accordance with the ISO 3166-1 alpha-2 standard.




Article 7
Rules for requests and answers

(1) A request for an automated search or comparison, as referred to in Articles 3 and 4
of the Agreement, shall include only the following information:

(a) the Party code of the requesting Party;
(b) the date, time and indication number of the request;
(c) DNA profiles and their reference numbers;

(d) the types of DNA profiles transmitted (unidentified DNA profiles or reference DNA
profiles); and

(e} information required for controlling the database systems and quality control for the
automatic search processes.

{2) The answer {matching report) to the request referred to in paragraph 1 shall contain
only the following information:

(a) an indication as to whether there were one or more matches (hits) or no matches (no
hits};

(b} the date, time and indication number of the request;

(c) the date, time and indication number of the answer;

{d) the Party codes of the requesting and requested Parties;

(e} the reference numbers of the requesting and requested Parties;

(f) the type of DNA profiles transmitted (unidentified DNA profiles or reference DNA
profiles);

(g) the requested and matching DNA profiles; and

{h) information required for controlling the database systems and quality control for the
automatic search processes.

{3) Automated notification of a match shall only be provided if the automated search or
comparison has resulted in a match of a minimum number of loci. This minimum is set
out in the User manuals.

{4) The Parties shall ensure that requests comply with declarations issued pursuant to
Article 2(3) of the Agreement. These declarations shall be reproduced in the User

manuals.




~

(2) if, in a search with an unidentified DNA profile, a match is found in other Parties'

! Article 8
// Transmission procedure for automated searching of unidentified or reference DNA
’ profiles

(1) If, in 2 search with an unidentified or reference DNA profile, no match has been
found in the national database or a match has been found with 2 DNA profile, the DNA
profile may then be transmitted to all other Parties' databases and if, in a search with
this DNA profile, matches are found with reference DNA profiles and/or unidentified
DNA profiles in other Parties' databases, these matches shail be automatically
communicated and the DNA reference data transmitted to the requesting Party; if no
matches can be found in other Parties' databases, this shall be automatically
communicated to the requesting Party.

databases, each Party concerned may insert a note to this effect in its national database.

Article 9
Principles far the exchange of dactyloscopic data

(1) The digitalisation of dactyloscopic data and their transmission to the other Parties
shall be carried out in accordance with the uniform data format specified in the User

manuals,

{2) Each Party shall ensure that the dactyloscopic data it transmits are of sufficient
quality for a comparison by the automated fingerprint identification systems (AFIS).

(3) The transmission procedure for the exchange of dactyloscopic data shall take place
within a decentralised structure,

(4) Appropriate measures shall be taken to ensure the confidentiality and integrity of
dactyloscopic data being sent to other Parties, including their encryption.

{5) The Parties shall use Party codes in accordance with the 15O 3166-1 alpha-2 standard.

Article 10
Search capacities for dactyloscopic data

(1) Each Party shall ensure that its search requests do not exceed the search capacities
specified by the requested Party. Parties shalt submit declarations in which they lay
down their maximum scarch capacities per day for dactyloscopic data of identified
persons and for dactyloscopic data of persons not yet identified.

(2) The maximum numbers of candidates accepted for verification per transmission ar.
set outin the User manuals. 29
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Article 11
Rules for requests and answers in connection with dactyloscopic data

(1} The requested Party shall check the quality of the transmitted dactyloscopic data
without delay by a fully automated procedure. Should the data be unsuitable for an
automated comparisan, the requested Party shall inform the requesting Party without
delay.

{2} The requested Party shall conduct searches in the order in which requests are
received. Requests shall be processed within 24 hours by a fully automated procedure.
The requesting Party may, if its national law so prescribes, ask for accelerated processing
of its requests and the requested Party shall conduct these searches without delay. If
deadlines cannot be met for reasons of vis major, the comparison shall be carried out
without delay as soon as the impediments have been removed.

Article 12
Principles of automated searching of vehicle registration data

(1) For automated searching of vehicle registration data Parties shall use a version of the
European Car and Driving Licence Information System (EUCARIS) software application
especially designed for the purposes of Article 12 of Council Decision 2008/615/JHA of
23 June 2008 on the stepping up of cross-border cooperation, particularly in combating
terrorism and cross-border crime, and amended versions of this software.

(2) Automated searching of vehicle registration data shall take place within a
decentralised structure.

(3} The information exchanged via the EUCARIS system shall be transmitted in encrypted
form.

(4} The data elements of the vehicle registration data to be exchanged are specified in
the User manuals.

(5) In the implementation of Article 9 of the Agreement, Parties may give priority to
searches related to combating serious crime.

Article 13
Costs

Each Party shall bear its own costs arising from the administration, use and maintenance
of this Implementing Agreement, especially of the EUCARIS software application
referred to in Article 12.
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Article 14
User Manuals

Further details concerning administrative and technical information needed for efficient
and effective exchange of data are set out in the User manuals.

Article 15
Independent data protection authorities

The Parties shall inform the Depositary of the Agreement of the independent data
protection authorities as referred to in Article 17 of the Agreement.

Article 156
Final provisions

(1} This implementing Agreement shall take effect with entry into force of the
Agreement, according to Article 26 of the Agreement.

(2) This Implementing Agreement is concluded for an indefinite period of time. This
Implementing Agreement shall cease to apply at the same time as the Agreement.

(3} This Implementing Agreement may be amended by the Parties. Such an amendment
shall be initiated in writing and shall enter into force according to the procedures
described in paragraph 1 of this Article.

(4} This tmplementing Agreement shall be open for accession, subject to previous
accession to the Agreement.

In witness whereof the undersigned, being duly authorised have signed this

Implementing Agreement:

For the Republic of Albania == .

For the Republic of Austria

For Bosnia and Herzegovina

For the Republic of Bulgaria




For Hungary

For the Republic of Macedonia
-

WEERY /l‘/

N ~ F O |

For the Republic of Moldova

For Montenegro

For Romania \‘

For the Republic of $Serbia

For the Republic of Slovenia

Done in Vienna, on the 13" day of September 2018, in a single original copy in the
English language,
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Ministry of the Forelgn Affairs of
The Republic of Sertia
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CERTIFIED TRUE copY
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IR AGREEMENT
(I BETWEEN THE PARTIES TO THE POLICE COOPERATION CONVENTION
FOR SOUTHEAST EUROPE
ON THE AUTOMATED EXCHANGE OF DNA DATA, DACTYLOSCOPIC DATA AND
VEHICLE REGISTRATION DATA

The Parties to this Agreement,

Based on the Police Cooperation Convention for Southeast Europe {hereinafter referred to
as: “the PCC SEE”},

Desirous of strengthening cross-border cooperation, particularly in combating terrorism,
cross-border crime and illegal migration and endeavouring the implementation of the PCC
SEE, in particular on the transmission and comparison of DNA profiles, dactyloscopic data
and vehicle registration data,

Having in mind the Conclusions of the 11™ PCC SEE Committee of Ministers (01/2014), the
Conclusions of the 12™ PCC SEE Committee of Ministers (05/2014)and the Conclusions of the
115™ PCC SEE Committee of Ministers (01/2016),highlighting the strong need for the
development of automated DNA data, dactyloscopic data and vehicle registration data
information exchange, within the PCC SEE legal framework,

Acknowledging the PCC SEE developments in the Area of Data Protection, where all Parties
have successfully passed the evaluations in the area of personal data protection and have,
consequently, fulfilled the preconditions to exchange personal data, while taking into
account the common European data protection principles and standards as enshrined in
Directive (EU} 2016/680 of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of personal data by
competent authorities for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and on the free
movement of such data, and repealing Council Framework Decision 2008/977/iHA
{hereinafter referred to as: “Directive (EU) 2016/680”) and the relevant Convention of the
Council of Europe on Protection of Personal Data and relevant Council of Europe
recommendation for protection of personal data for the Police sector (hereinafter referred
to as: “relevant Council of Europe Convention and recommendations”),

Having in mind the provisions deriving from the Treaty of 27 May 2005 between the
Kingdom of Belgium, the Federal Republic of Germany, the Kingdom of Spain, the French
Republic, the Grand Duchy of Luxembourg, the Kingdom of the Netherlands and the Republic
of Austria on the stepping up of cross-border cooperation, particularly in combating
terrorism, cross-border crime and illegal migration (hereinafter referred to as: “the Priim
Treaty”), the Implementing Agreement of the Prim Treaty, the Council Decision
2008/615/JHA of 23 June 2008 on the stepping up of cross-border cooperation, {_tﬁfgﬁl_ﬁy\
in combating terrorism and cross-border crime (hereinafter referred to a 'tﬁeﬁﬁ‘um o
Decision”} and the Council Decision 2008/616/JHA of 23 June 2008 on the |mplz enjﬁﬁ

Decision 2008/615/JHA on the stepping up of cross-border cooperation,
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_}_-g}gmbatmg terrorism and cross-border crime (hereinafter referred to as:”the Prim
-t 1mplementing Decision”),

Have agreed as follows:

CHAPTER |
General Provisions

Article 1
Aim, scope and definitions

{1) By means of this Agreement, the Parties intend to strengthen cross-border police
cooperation with respect to fighting threats to public security with respect to prevention,
detection and investigation of criminal offences as laid down in the PCC SEE. To this end, this
Agreement contains rules for automated exchange of DNA data, dactyloscopic data and
vehicle registration data and exchange of available subsequent personal and case-retated

datain case of a hit.

(2) For supporting the implementation of the transmission and comparison of DNA data,
dactyloscopic data and vehicle registration data the Parties lay down:

(a) provisions on the conditions and procedure for the automated transfer of DNA
profiles, dactyloscopic data and vehicle registration data;

(b) the necessary administrative and technical provisions for the implementation of
automated exchange of DNA data, dactyloscopic data and vehicle registration data.

(3) For the purposes of this Agreement:

(a) “search”and “comparison”mean the procedures by which it is established whether
there is a match between, respectively, DNA data or dactyloscopic data which have
been communicated by one Party and DNA data or dactyloscopic data stored in the
databases of one, several, or all of the Parties;

(b) “automated searching” means an online access procedure for consulting the
databases of one, several, or all of the Parties;

{c) “DNA profile” means a letter or number code which represents a set of identification
characteristics of the non-coding part of an analysed human DNA sample, i.e. the
particular molecular structure at the various DNA locations (loci);

(d} “non-coding part of DNA” means chromosome regions not genetically expressed, i.e.
not known to provide for any functional properties of an organism;

{e} “DNA data” mean DNA profile, reference number and personal identification data;
(f} “DNA reference data” mean DNA profile and reference number;
{g) “reference DNA profile” means the DNA profile of an identified person;

(h) “unidentified DNA profile” means the DNA profile obtained from trac;s’qoﬂé&é@f

. o . L N

during the investigation of criminal offences and belonging to a peffgg,l’i nlp@ ™
identified; [5)




. \ii/f “note” means a Party’s marking on a DNA profile in its national database indicating
e that there has already been a match for that DNA profile on another Party’s search or
comparison;

(i) “dactyloscopic data” mean fingerprint images, images of fingerprint latents, palm
prints, palm print latents and templates of such images (coded minutiae), when they
are stored and dealt within an automated fingerprint identification system (AFIS)
database;

(k) “vehicle registration data” mean the data-set as specified in Article 9;

(I} “personal data” shall mean any information relating to an identified or identifiable
natural person (the “data subject”);

(m)“core personal data” means Name (Family Name(s), First Name(s)), Date of Birth,
Nationality, Gender, Alias Name(s) and Date(s) of Birth, Date Fingerprinted / DNA
sampled, Reason Fingerprinted / DNA sampled, Place Fingerprinted / DNA sampled,
and if available True Identity Confirmation Status, Address, Height, Weight, Number
of Passport, Picture (Face);

(n) “individual case” means a single investigation or prosecution file. If such a file
contains more than one DNA profileor one piece of dactyloscopic data they may be
transmitted together as one request;

(o} “processing of personal data” means any operation or set of operations which is
performed upon personal data, whether or not by automatic means, such as
collection, recording, organisation, storage, adaptation or alteration, sorting,
retrieval, consultation, use, disclosure by supply, dissemination or otherwise making
available, alignment, combination, erasure or destruction of data. Processing within
the meaning of this Agreement shall also include notification of whether or not a hit
exists;

(p) “automated search procedure” means online access to the databases of another
Party where the response to the search procedure is fully automated;

{d) “missing persons” means persons whose absence is assumed in connection to a
crime, a suicide, an accident or a disaster;

(r} “match / no-match” means the result of a machine {AFIS or DNA-match-engine). It
would also mean that a no-match is always a no-hit. On the other hand it is also
possible that a match is a no-hit after the necessary forensic verification / validation;

(s) “hit"means the confirmed positive identification result confirmed by a human being
(expert) after forensic verification / validation. Forensic confirmation has to be
carried out in line with forensic quality management requirements (e.g. accreditation
standards);

(t) “DNA analysis files” mean national DNA databases and linked administrative
subsystems as e.g. crime scene stain / person identification databases and lah
information systems (LIMs), which contain all relevant information for forensic and
investigative confirmation of DNA profiles analysed with DNA technologies and will
allow also secure linkage to Individual case / personal data of DNA profiles; S A

(u) “criminal offences” mean those offences which are prosecuted ex o?ﬁf
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CHAPTER I
ONLINE ACCESS AND FOLLOW-UP REQUESTS

Article 2
Establishment of national DNA analysis files

(1) The Parties shall open and keep national DNA analysis files for the investigation of
criminal offences and assist in the identification of missing persons and unidentified human
remains in accordance with the national legislation. Processing of data kept in those files,
under this Agreement, shall be carried out in accordance with this Agreement, in compliance
with the PCC SEE and the national legislation applicable to the data processing.

{2) For the purpose of implementing this Agreement, the Parties shall ensure the availability
of reference data from their national DNA analysis files as referred to in the first sentence of
paragraph 1. Reference data shall only include DNA profiles established from the non-coding
part of DNA and a reference number. Reference data shall not contain any data from which
the data subject can be directly identified. Reference data which is not attributed to any
individual {unidentified DNA profiles) shall be recognisable as such.

{3) Each Party shall inform the Depositary of the national DNA analysis files to which
Articles 2 to 4 and Article 7 apply and the conditions for automated searching as referred to

in Article 3(1).

Article 3
Automated searching of DNA profiles

(1) For the investigation of criminal offences and to assist in the identification of missing
persons and unidentified human remains, the Parties shall allow other Parties' national
contact points as referred to in Article8, access to the reference data in their DNA analysis
files, with the power to conduct automated searches by comparing DNA profiles. Searches
may be conducted only in individual cases and in compliance with the requesting Party's

national legistation.

(2) Should an automated search show that a DNA profile supplied matches DNA profiles
entered in the receiving Party's searched file, the national contact point of the searching
Party shall receive in an automated way the reference data with which a match has been
found. If no match can be found, automated notification of this shall be given.

Article 4
Automated comparison of DNA profiles

(1) For the investigation of criminal offences and to assist in the identification of missing
persons and unidentified human remains, the Parties shall, by mutual consent, via their

and compared in automated form. Unidentified DNA profiles shall be
comparison only where provided for under the requesting Party's national legis : ‘1’
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(2) Should a Party, as a result of the comparison referred to in paragraph 1, find that any
DNA profiles supplied match any of those in its DNA analysis files, it shall, without delay,
supply the other Party's national contact point with the DNA reference data with which a

match has been found.

Article 5
Dactyloscopic data

For the purpose of implementing this Agreement, Parties shall ensure the availability of
reference data from the file for the national automated fingerprint identification systems
established for the prevention and investigation of criminal offences and to assist in the
identification of missing persons and unidentified human remains. Reference data shall only
include dactyloscopic data and a reference number. Reference data shall not contain any
data from which the data subject can be directly identified. Reference data which is not
attributed to any individual {unidentified dactyloscopic data) must be recognisable as such,

Article 6
Automated searching of dactyloscopic data

{1) For the prevention and investigation of criminal offences and to assist in the
identification of missing persons and unidentified human remains, Parties shall allow other
Parties’ national contact points, as referred to in Article 8, access to the reference data in the
automated fingerprint identification systems which they have established for that purpose,
with the power to conduct automated searches by comparing dactyloscopic data. Searches
may be conducted only in individual cases and in compliance with the requesting Party's

national legislation.

(2) The confirmation of a match of dactyloscopic data with reference data held by the Party
administering the file shall be carried out by the national contact point of the requesting
Party by means of the automated supply of the reference data required for a hit.

Article 7
Supply of further personal data and other information

Should the procedures referred to in Articles 3 and 4 show a hit between DNA profiles or the
procedures referred to in Article 6 show a hit between dactyloscopic data, the supply of
further available perscnal data in addition to core personal data and other information
relating to the reference data shall be governed by the national legislation, including the
legal assistance rules, of the requested Party. Subject to Article 8 paragraph 2, the supply will
be provided by a national contact point.

L
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Article 8
National contact points

(1} For the purposes of the supply of data as referred to in Articles 3, 4 and 6,and
subsequent supply of further available personal data and other information relating to the
reference data, as referred to in Article 7, each Party shall designate national contact
points.It shall indicate the national contact point, mentioned in Articles 3 and 4 for DNA
data, the national contact point, mentioned in Article 6 for dactyloscopic data, the national
contact point, mentioned in Article 9 for vehicle registration data and the national contact
point, mentioned in Article 7 for personal data.

(2) The national contact point as referred to in Article 7 shall supply such subsequent
personal data in accordance with the national legislation of the Party designating the
responsible contact point. Other available legal assistance channels need not be used unless
necessary in accordance with the national legislation, including the legal assistance rules, of
the Parties.

Article 8
Automated searching of vehicle registration data

(1) For the prevention and investigation of criminal offences and to assist in the
identification of missing persons and unidentified human remains and in dealing with other
offences coming within the jurisdiction of the courts or the public prosecution service in the
searching Party, as well as in maintaining public security, Parties shall allow other Parties’
national contact points, access to the following national vehicle registration data, with the
power to conduct automated searches in individual cases:

{a) data relating to owners or operators; and
{b) data relating to vehicles.
Searches may be conducted only with a full chassis number or a full registration number.

Searches may be conducted only in compliance with the searching Party's national
legislation.

(2) For the purposes of the supply of data as referred to in paragraph 1, each Party shall
designate a national contact point for incoming requests. The powers of the national contact
points shall be governed by the applicable national legisiation. Details of technical
arrangements for the procedure shall be laid down in a vehicle registration data User

manual.

CHAPTER 11l
COMMON PROVISIONS ON THE FRAMEWOQRK FOR DATA EXCHANGE

Article 10
Principles of DNA and dactyloscopicdata exchange

(1) The Parties shall use existing standards for DNA and dactyloscopic data exch




(2)Th"'é transmission procedure, in case of automated searching and comparison of DNA
profiles and of dactyloscopic data shall take place within a decentralised structure,

(3) Appropriate measures shall be taken to ensure confidentiality and integrity for data being
sent to other Parties, including their encryption.

(4) The Parties shall take the necessary measures to guarantee the integrity of the DNA
profiles and dactyloscopic data made available or sent for camparison to the other Parties
and to ensure that these measures comply with international standards.

Article 11
Technical and procedural specifications

(1) The Parties shall observe common technical specifications in connection with all requests
and answers related to searches and comparisons of DNA profiles, dactyloscopic data and

vehicle registration data.

(2) These technical and procedural specifications are laid down in the implementing
Agreement and User manuals.

CHAPTER IV
DATA PROTECTION

Article 12
Levet of data protection

As regards the processing of personal data which are or have been supplied pursuant to this
Agreement, each Party shall in its national legislation ensure an adequate level of protection
of personal data essentially equivalent to the principles and standards enshrined in Directive
(EU) 2016/680 and the relevant Council of Europe Convention and recommendations.

Article 13
Purpose

(1) Processing of personal data by the receiving Party shall be permitted solely for the
purposes for which the data have been supplied in accordance with this Agreement.
Processing for other purposes shall be permitted solely with the prior authorisation of the
Party administering the file and subject only to the national legislation of the receiving Party.
Such authorisation may be granted provided that processing for such other purposes is
permitted under the national legistation of the Party administering the file.

(2) Processing of data supplied pursuant to Articles 3, 4 and 6 by the searching or comparing
Party shall be permitted solely in order to:

{a) establish whether there is a match between the compared DNA profiles;

(b) establish whether there is a match between the compared dactyloscopic dat
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(c} prepare and submit a police or judicial request for legal assistance in compliance with
national legislation if there is a hit between those data via the national contact point
designated in accordance with Articles 7 and 8;

(d) record within the meaning of Article 17.

(3) The Party administering the file may process the data supplied to it in accordance with
Articles 3, 4 and 6 solely where this is necessary for the purposes of comparison, providing
automated replies to searches or recording pursuant to Article 17. The supplied data shall be
deleted immediately following data comparison or automated replies to searches unless
further processing is necessary for the purposes mentioned under points (b) and (c) of the
second paragraph.

(4} Data supplied in accordance with Article 9 may be used by the Party administering the
file solely where this is necessary for the purpose of providing automated replies to search
procedures or recording as specified in Article 17. The data supplied shall be deleted
immediately following automated replies to searches unless further processing is necessary
for recording pursuant to Article 17. The searching Party may use data received in a reply
solely for the procedure for which the search was made.

Article 14
Competent authorities

Personal data supplied may be processed only by the competent law enforcement
authorities with responsibility for a task in furtherance of the aims mentioned in Article 13.
In particular, data may be supplied to other entities only with the prior authorisation of the
supplying Party and in compliance with the nationat legislation of the receiving Party.

Article 15
Accuracy, current relevance and storage time of data

(1) The Parties shall ensure the accuracy and current relevance of personal data. Should it
transpire ex officio or from a notification by the data subject that incorrect data or data
which should not have been supplied have been supplied, this shall be notified without delay
to the receiving Party or Parties. The Party or Parties concerned shall be obliged to correct or
delete the data. Moreover, personal data supplied shall be corrected if they are found to be
incorrect. If the receiving body has reason to believe that the supplied data are incorrect or
should be deleted the supplying body shall be informed forthwith,

(2) Data, the accuracy of which the data subject contests and the accuracy or inaccuracy of
which cannot be established shall, in accordance with the national legislation of the Parties,
be marked with a flag at the request of the data subject. If a flag exists, this may be removed
subject to the national legistation of the Parties and only with the permission of the data
subject or based on a decision of the competent court or independent data protection

authority.

(3) Personal data supplied which should not have been supplied or received shall b
Data which are lawfully supplied and received shali be deleted:




(a) if they are not or no longer necessary for the purposes for which they were supplied;
if personal data have been supplied without request, the receiving body shall
immediately check if they are necessary for the purposes for which they were
supplied;

(b) following the expiry of the maximum period for keeping data laid down in the
national legislation of the supplying Party where the supplying body informed the
receiving body of that maximum period at the time of supplying the data.

Where there is reason to believe that deletion would prejudice the interests of the data
subject, the data shall be kept in accordance with the national legisiation.

Article 16
Technical and organisational measures to ensure data protection and data security

(1) The supplying and receiving bodies shall take steps to ensure that personal data is
effectively protected against accidental or unauthorised destruction, accidental loss,
unauthorised access, unauthorised or accidental alteration and unauthorised disclosure.

(2) The features of the technical specification of the automated search procedure are
regulated in the implementing measures as referred to in Article 20 which guarantee that:

(a) state-of-the-art technical measures are taken to ensure data protection and data
security, in particular data confidentiality and integrity;

(b} encryption and authorisation procedures recognised by the competent authorities
are used when having recourse to dedicatednetworks; and

{c) the admissibility of searches in accordance with Article 17 (2), {4) and (5) can be
checked.

- Article 17
Logging and recording: special rules governing automated and non-automated supply

{1} Each Party shall guarantee that every non-automated supply and every non-automated
receipt of personal data by the body administering the file and by the searching body is
logged in order to verify the admissibility of the supply. Logging shall contain the following
information:

(a) the reason for the supply;

{b) the data supplied;

(c) the date of the supply; and

(d) the name or reference code of the searching body and of the body administering the

file.

(2) The following shali apply to automated searches for data based on Articles 3, 4 and 6 and
Article 9;

(a) only specially authorised officers may carry out automated searches or comp#ri%on
The list of officers authorised to carry out automated searches or comparis
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be made available upon request to the supervisory authorlt:es referred to in
paragraph 5 and to the other Parties;

(b) each Party shall ensure that each supply and receipt of personal data by the body
administering the file and the searching body is recorded, including notification of
whether or not a match exists. Recording shail include the following information:

(i) the data supplied;
(ii) the date and exact time of the supply; and

(i) the name or reference code of the searching body and of the body
administering the file,

The searching body shall also record the reason for the search or supply as well as an
identifier for the official who carried out the search and the official who ordered the

search or supply.

(3) The recording body shall immediately communicate the recorded data upon request to
the competent data protection authorities of the relevant Party at the latest within four
weeks following receipt of the request. Recorded data may be used solely for the following
purposes:

{a) monitoring data protection;

(b} ensuring data security.

(4) The recorded data shall be protected with suitable measures against inappropriaté use
and other forms of improper use and shall be kept for two years. After the conservation
period the recorded data shall be deleted immediately.

(5) Responsibility for legal checks on the supply or receipt of personal data lies with the
independent data protection authorities or, as appropriate, the judicial authorities of the
respective Parties. Anyone can request these authorities to check the lawfulness of the
processing of data in respect of their person in compliance with national legislation.
Independently of such requests, these authorities and the bodies responsible for recording
shall carry out random checks on the lawfulness of supply, based on the files involved.

(6) The results of such checks shall be kept for inspection for 18 months by the independent
data protection authorities. After this period, they shall be immediately deleted. Each data
protection authority may be requested by the independent data protection authority of
another Party to exercise its powers in accordance with national legislation. The
independent data protection authorities of the Parties shall perform the inspection tasks
necessary for mutual cooperation, in particular by exchanging relevant information.

Article 18
Data subjects’ rights to information and damages

(1) At the request of the data subject under national legisiation, information shall be
supplled in compliance with national Iegfslatlon to the data subject upon production of pL
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the (ec'ipient or groups of recipients, the intended purpose of the processing and, where
required by national legislation, the legal basis for the processing. Moreover, the data
subject shall be entitled to have inaccurate data corrected and unlawfully processed data
deleted. The Parties shall also ensure that, in the event of violation of the rights in relation to
data protection, the data subject shall be able to lodge an effective complaint to an
independent court or a tribunal within the meaning of Article 6 (1) of the European
Convention on Human Rights or an independent data protection authority established by
national legislation according to the standards essentially equivalent to Directive (EU)
2016/680 and the relevant Council of Europe Convention and recommendations and that
the data subjectis given the possibility to claim for damages or to seek another form of legal
compensation. The detailed rules for the procedure to assert these rights and the reasons
for limiting the right of access shall be governed by the relevant national legislation of the
Party where the data subject asserts these rights.

(2) Where a body of one Party has supplied persona! data under this Agreement, the
receiving body of the other Party cannot use the inaccuracy of the data supplied as grounds
to evade its liability vis-a-vis the injured Party under national legislation. If damages are
awarded against the receiving body because of its use of inaccurate transfer data, the body
which supplied the data shall refund the amount paid in damages to the receiving body in

full.

Article 19
Information requested by the Parties

The receiving Party shall inform the supplying Party on request of the processing of supplied
data and the result obtained.

CHAPTER V
FINAL PROVISIONS

Article 20
Implementing Agreement and User manuals

{1) On the basis and within the scope of this Agreement, the Parties shall conclude an
agreement for its implementation.

(2) User manuals shall be prepared and kept up to date by expert working groups composed
of representatives of the Parties. User manuals contain administrative and technical
information needed for efficient and effective exchange of data.

Article 21
Evaluation of the data exchange

(1) An evaluation of the administrative, technical and financial application of th
exchange pursuant to Chapter Il of this Agreement shall be carried out. The evaluati
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fo_,rxfhose Parties already applying this Agreement.The evaluation shall be carried out with
“Tespect to the data categories for which data exchange has started among the Parties
concerned. The evaluation shall be based on reports of the respective Parties.

(2) The evaluation shall be carried out by a joint working group made up of representatives
of the Parties. The working group shall meet at the request of a Party or on a regular basis

every five years.

Article 22
Relationship with other international agreements

(1} This Agreement shall not affect any rights, obligations and responsibilities of the Parties
arising from other international agreements to which they are parties.

(2) Unless otherwise stipulated explicitly in this Agreement, cooperation shall be performed
within the scope of the respective national legislation of the Parties.

Article 23
Implementation and Application

(1) The Parties shall inform the Depositary that they have implemented the obligations
imposed on them under this Agreement and designated national contact points according to

this Agreement.

{2) Once a positive evaluation of a Party in the context of this Agreement {Article 21) or the
European Union has been made, the respective Party is entitled to apply this Agreement
immediately in relation to all other Parties which also have been evaluated positively. The
respective Party shall inform the Depositary accordingly.

(3) Declarations submitted in accordance with paragraph 1 of this Article may be amended at

any time.

Article 24
Depositary

(1) Depositary of this Agreement is the Republic of Serbia.
(2) The Depositary shall send a certified copy of this Agreement to each Party.

(3) The Depositary shall notify the Parties of the deposit of any instrument of ratification,
acceptance, approval or accession, of any declarations, statements or notifications made in

connection with this Agreement.

(4} The Depositary shall notify ali Parties on any date of entry into force of this Agreement in
accordance with Article 26.

y




Article 25
Ratification, Acceptance, Approval, Accession or Reservation

(1) This Agreement is subject to ratification, acceptance, or approval of the Parties. The
instruments of ratification, acceptance or approval shall be deposited with the Depositary.

(2} This Agreement shall be open for accession by any PCC SEE Party. The instrument of
accession shall be deposited with the Depositary.

(3) No reservations may be made to this Agreement.

Article 26
Entry into Force

(1) This Agreement shall enter into force on the sixtieth day following the date of the deposit
of the second instrument of ratification, acceptance, approval, or accession.

(2) For each Party ratifying, accepting, approving, or acceding to this Agreement after the
deposit of the second instrument of ratification, acceptance, approval, or accession, the
Agreement shall enter into force on the sixtieth day after deposit by such Party of its
instrument of ratification, acceptance, approval, or accession.

Article 27
Withdrawal and Suspension

(1) This Agreement shall be concluded for an indefinite period of time.

(2) Any Party may withdraw from this Agreement at any time by written notification to the
Depositary. The withdrawal shall take effect six months after the date of receipt of the

notification by the Depositary.

{3) Regardless of the termination of this Agreement the provisions laid down in Chapter IV
shall apply regarding the processed data.

(4) Any Party may suspend the operation of this Agreement in full or in part if necessary for
reasons of public order, protection of national security or protection of public health.The
Parties shall notify the Depositary without delay of taking or revoking such a measure. Any
measure taken under this paragraph shall take effect 15 days after the date of receipt of the

notification by the Depositary.

(5) The Depositary shall inform other Parties of the notification of withdrawal or suspension
without delay.
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- '_I_if[Wifr’iless whereof the undersigned, being duly authorised have signed this Agreement:

For the Republic of Albania
For the Republic of Austria

For Bosnia and Herzegovina '

e
—
For the Republic of Bulgaria
-
For Hungary )
)
For the Republic of Macedonia .
<
= l
-
For the Republic of Moldova
” 1 1 ~1
For Montenegro ,/
7 71
For Romania : L
: R, , ,

1
For the Republic of Serbia

For the Republic of Slovenia

Done in Vienna, on the 13" day of September 2018, in a single original copy in the English
language.




| ; ; MuHnCT2pCTao Cro/MLHNX NocAGed

PenyBanke Cpbuje

Ministry of the Foreign Affalrs of
The Republic of Serbia

OBEPEHA KONWA
CERTIFIED TRUE copy

Copie certificati a exemplarului detinut de
MAE

Corina Badea, digecRr /
&

Directia Tratate Intérnatio
Ministerul Afacerilor Exte




ROMANIA
MINISTERUL AFACERILOR INTERNE ROMANIA
Bucuresti . e
Nr..ze.hlading L
Nr, gxemp%af:...: .....
MINISTRU
APROB
0 iaus - Werner IOHANNIS
~ PRESEDINTELE ROMANIEI
DE ACORD
Vasilica-Viorica DANCILA
PRIM-MINISTRU
o ,;-:-,.-,:-:ff f‘gj’.*:,}
‘ ;R
MEMORANDUR SLoRASE
De la: Doamna Carmen Daniela DAN
Ministrul Afacerilor Inteme R A L TA—
Avizat:  Domnul Teodor Viorel MELESCANU /
Ministrul Afacerilor Extemne ~~ f SE—— —
Doamna Ancuta Gianina OPRE -
Presedintele Autoritétii Nationale de Supraveghere . -
a Prelucrarii Datelor cu Caracter Personal -, e
Domnu! Eugen Orlando TEODOROVICI ; -
Ministrul Finantelor Publice s
Ve
Domnul Tudorel TOADER '
Ministrul Justitiei N s

TEMA: Semnarea Acordului intre statele parti Ia Conventia de cooperare politieneasca pentru Europa
de Sud-Est privind schimbul aufomat de date ADN, date dactiloscopice si date privind inmatricularea
vehiculelor si a Acordului de implementare a Acordului intre stalele pérfi la Conventia de cooperare
politieneasca pentru Europa de Sud-Est privind schimbul automat de date ADN, date dactiloscopice si

date privind inmatricularea vehiculelor




Prazentut memorandum este fntocmit in temeiul articotului 13 din Legea nr. 590/2003 privind tratatele.

in vederea imbunatétirii cooperarii polifienesti intre statele din sud-estul Europei, membre ale Uniunii
Europene si cele terte aflate in diverse etape de negociere pentru aderarea la UE, statele membre ale
Cenventiei de Cooperare Polifieneasca din Europa de Sud-Est (PCC SEE)! au decis incheierea unor
acorduri de cooperare privind schimbul automat de date ADN, date dactiloscopice si date privind
inmatricularea vehiculelor.

Partea romana a initiat procedurile pentru negociere in baza Memorandumului MAI nr. 767574 din
27.02.2018, aprobat prin Hotararea CSAT nr. 57/13.06.2018.

in acest interval, pentru definitivarea textelor celor doua acorduri, liderul de proiect (Austria) si
Presedintia slovaca in exerciiu a PCC SEE au initiat un proces de consultari informale, find
desfasurate doua intélniri, la Viena, in Austria, in perioada 01-02 martie 2018, si la Portoroz, in
Slovenia, in perioada 19-20 aprilie 2018.

Negocierile oficiale s-au desfsurat in cadrul unei singure runde, care a avut loc la Viena, in Austria,
in perioada 07-09 mai 2018,

Romania, prin MAI, a participat la toate cele trei activitati, avand un mandat informal.

Principala modificare faia de textele, care au constituit baza pentru consultéri, respectiv negociere,
este legata de fitiul documentelor juridice. Pe modeiul documentului juridic de baza, respectiv
Conventia de Cooperare Politieneasca in Europa de Sud-Est (PCC SEE), s-a convenit ca titlul s3 fie
unul general, care sa faca posibild aderarea ulterioara la acorduri si a altor state, care ar dori s se
alature conltucrarii din cadrul PCC SEE. Astfel, noile fitluri ale celor doua documente juridice sunt
Acord intre statele parfi la Conventia de Cooperare Poliieneasca In Europa de Sud-Est (PCC SEE)
privind schimbul aufomat de date ADN, date dactiloscopice si date privind inmatricularea vehiculelor
si, respectiv, Acord de implementare al Acordului intre statele parii la Conventia de Cooperare
Politieneascé in Europa de Sud-Est (PCC SEE) privind schimbul automat de dafe ADN, date
dactiloscopice si date privind inmatricularea vehiculelor.

in ceea ce priveste completarile pe care partea romana le avea in vedere sa le propuna, respectiv
includerea unor prevederi privind securifatea si notificarea in cazul incalcérii securitatii datefor cu
caracter personal, acestea se regasesc in forma actuala de text a Acordului, tindnd cont de faptul ca
articolul 12 a fost modificat.

in prezent, articolul 12 din Acord cuprinde prevederi care reglementeaza protectia datelor cu caracter
personal, ce frebuie sa se realizeze potrivit standardelor europene comune de protectie a datelor,
astfel cum sunt consacrate in Directiva (UE) 2016/680 si in considerarea Conventiei relevante privind
protectia datelor cu caracter personal a Consiliului Europei si in acord cu recomandarile Consiliului
Europei in domeniul protectiei datelor cu caracter personal privind sectorul politienesc.

' Conventia de Cooperare Politieneasca in Europa de Sud-Est (PCC SEE) a fost semnata la Viena, la 05 mai 200 _ ‘ ;
iulie 2008. Statele parii fa Conventie sunt Austria, Albania, Bosnia si Hertegovina, Bulgaria, Macedonia, Repuf icMplda, Mg tenegry,
Romaénia, Serbia, Slovenia si Ungaria. 3 )



In cadrul consultarilor informale cu partenerii din PCC SEE, a fost refinutd o aity propunere a
Roméniei de elaborare a unui set comun de date pentru cautarea: automatd a datelor privind
inmatricularea vehiculelor, care sa poati fi actualizate cu operativitate, acesta urméand s fie inclus in
manualul de utilizare, Intocmit pofrivit prevederilor articolului 14 din Acordul de implementare.

Avand in vedere interesul statelor PCC SEE de a implementa cat de curand posibil acest tip de
cooperare, partea austriaca a informat c3 Acordurile urmeazi s3 fie semnate ia Viena, in Austria,
in perioada 13-14 septembrie 2018, in marja unei conferinte internationale dedicati Balcanilor de
Vest si statelor central mediteraneene, organizati de aceasts fara pe timpul definerii Presedintiei
Consiliului European din semestrul Il 2018,

Se impune mentiunea ¢c3 cea mai mare parte din delegatiile participante la runda oficiala de negocieri
au informat cé defin deja mandat pentru semnarea Acordurilor respective.

Documentul se va incheia intr-un singur exemplar, in limba engleza.
Fata de cele de mai sus, propunem si rugam s aprobati:

1. Semnarea Acordului intre statele pérti la Convenfia de cooperare politieneasca peniru Europa de
Sud-Est privind schimbul automat de date ADN, date dactiloscopice §i date privind inmatricularea
vehiculelor si a Acordului de implementare a Acordului infre statele parfi la Conventia de
cooperare polifieneascd pentru Europa de Sud-Est privind schimbul automat de date ADN, date
dactiloscopice $i date privind inmatricularea vehiculelor, . -

2. Pentru partea romana, Acordurile s& fie semnate de ministrul afacerilor interne sau de citre un alt
demnitar desemnat In acest sens. :

3. Dupé caz, Ministerul Afacerilor Externe s& elibereze Deplinele Puteri pentru demnitarul roman
desemnat s& semneze Acordurile de referinta.

Anexe:

- Textul negociat al Acordului intre statele parfi la Convenia de cooperare politieneasca pentru Europa de Sud-
Est privind schimbul automat de date ADN, date dactiloscopice si date privind inmatricularea vehiculelor,
versiunile in limbile engleza si romana;

- Textul negociat al Acordului de implementare a Acordului infre statele parti la Convenfia de cooperare
politieneasca pentru Europa de Sud-Est privind schimbul automat de date ADN, date dactiloscopice si dafe
privind inmatricularea vehiculelor, versiunile in limbile engleza si romana; ‘

- Memorandumul MAI nr. 767574 din 27.02.2018, aprobat prin Hotrarea CSAT nr. 57/13.06.2018.

Intocmit: comisar sef de politie Vithelmina Lucinescu, Directia Generald Afaceri Europene, Schengen si Relafii intemationale,
Ministeruf Afacerilor Interne
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TEMA: Negocierea i semnare F’ tocefulm de: m-:;fiff:cai‘e a Acordului intre sfatsle périi Ia
Conventia de cooperare pois;:ene"asca pentru Europa de Sud-Est privind schimbul sutomat de
date ADN, date dactiloscopice si da ind inmatricuarea vehiculelor, sernat la Viena, la 13

septembrie 2018

Prezentul memorandum este intocmit In temeiul art. 3 alin. {3} si art. 16 din Legea nr. 590/2003
privind tratatele,




In veaerea jmbunfidilri cooperdirii politienesti fnire siatele din sud-esiuf Europel, membre ale Uniunii

P ST U P i e [ U
Sniu aderass 1a Ui, ciziele membre ale

uropene si cels teile aflale in divercs siape de negocien
Conveniiel de Cooperare Polifieneascd din Europa da Sud-Est (POT SEE) au decis incheierea unor
zcordunt de cooperare privind schimbul automat de date ADN, date dactibacopice £i date priving
inmatricularea vehiculelor,

Aetiel, la data de 13 septembrie 2018, au fost semnate la Viena, In Austria, Aeordid fnfre sizleis
parfi fa Convenfia de cooperare poliffensascd pentry Ewrops de Sud-Esi privind schimpyl

automat de date ADN, date dactiloscopice i date privind inmairiculares vehiculelor si Asordi
t'e implementare a acssiuia.

Acordurile de referintd reglementeazd schimbul automat de date intre statele membre ale PCC SEE
pe trei componente: date ADN, date dactiloscopice si date privind inregistrarea vehiculglor.

Acordurile au iost semnate de statele parfi la Conventia de Cooperare politieneasca pentru Europa de
Sud-Est (PCC SEE), cu exceptia Bosniei si Hertegovina, Stoveniei si Croafiei (care a aderat ulterior la
PCC SEE). De asemenea, Albania, Republica Moldova, Republica Serbia, Muntenegru si Republica
Macedonia de Nord au ratificat acordurile, acestea filnd in.vigoare pentru statele in cauza,

Tn ceea ce priveste cele pafru state membre PCC SEE, care si membre UE, respectiv Austria,
Bulgaria, Roméania si Ungaria, ulterior semnérii,,""";GTM_};%{.“G_ecIaJ}sgt o procedurd de infringement
ieferitoare la competentele exclusive ale Comisiel pifvind detizille.acesteia legate de asigurarea de
catre statele terte a nivelului adecvat de protectie a(latelor cu ‘cafacter personal (articolul 12), precum
s la prevalenta dreptului UE Tn ceea ce piiveste schimhuri s de'date Tntre statele membre UE care
sunt si parti fa PCC SEE (articolul 22). R

Se impune mentiunea ¢ in prezent procedura de infringement au produce efecte, avand in vedere c3
cele patru state nu au ratificat acordurile si de urmare pentru ele acestea nu sunt inca tn vigoare.

Fenfru a rezolva situatia in cauzd, de comun acord cu expertii COM, s-a convenit Incheierea, in cel
mai seuit timp posibil, & unui Protocol de modificare a Acordului inire statele périi Ia Conveniia de
cooperare politieneasca pentru Eurcpa de Sud-Est privind schimbul automat de date ADN,
date dactiloscopice gi date privind inmatricularsa vehicitielor, semnat la 13 septembrie 2018, 1
Viena, care sa reglementeze aspectele puse in discutie de citre COM, mentionate anterior.

Textul Protocolului de modificare a fost discutat si finalizat, la nivel de experti, in cadrul unor runde de
consuliari, in sistem de videoconierinié, avand la baza un proiect de text sugerat de experfit COM, T
care au fost incluse propunerile statelor membre.

De asemenea, pe langa aspectele mentionate de COM, au fost incluse si prevederi care s3
reglementeze modul de aderare ia Acorduri de catre noi state. In cadrul rundelor de consultari
informale la nivel experti au fost avansate trei propuneti de modificare a articolului 25 din Acord de
cétre Austria (Optiunea 1), Serbia (Optiunea 2) si Roméania (Optiunea 3).

" Convenia de Cooperare Polifieneasca in Eurcpa de Sud-Est (PCC SEE) a fost semnata la Viena, fa 05 mai 2006 ¢ a intrat in vigoare Ia 11
iulie 2008. Statele parfi Ja Convenlie sunt Austria, Albania, Bosnia si Herlegovina, Bulgaria, Macedonia, Republica Moldova, Munienegry,
Romania, Serbia, Slovenia i Ungaria. Croafia a devenil parte la PCC SEE in anul 2018,
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in principal, procedura propusa de AT prevede cf Tn cazul in cate un slat ter] Tsi manifestd intentia de
a deveni parie la Acord, fiecare siat care este dejz parie, Tsi dé aoordy] individual sau poate refiza
CORETaras CU ol i stet.

Lz randul sAu, Serbia a solicitat reformularea acestul ailicol, propundnd ca aderares de ﬂoi slate sé
fiz probatd n Lipani aritate de Comitstul de Minigti al FOC SEE. Avand Tusd Tn vedere o s..lt.on]x e
reyuli ue procedurd nu prevad aceastd sarcing pentiu Comitetul de Ministi, propunerea nu poate f
agceplaia,

e urmare, pentra a se ajunge la un compromis, RO & propus o solufie aliernativa, raspectiv aderarea
unui nou stat s& deving efectivd numai dupd obtinerea aprebérii din partea tuturor celorlalte state
meimbre ale Acordului, permiténd astfel sa existe unanimitate In luarea unel hotiirar de acest gen.

Discutiile pe acest subiect nu au fost incd finalizate, Tnsé delegaiia RO se va plasa pe o pozifie
ﬂex;bila iar in masura in care solutia alternativa propusa de Roma"na (Optiunea 3) nu va fi acceptata,
va fi preferaté versiunea de text austriacs (Optiunea 1).

Avénd in vedere dorinfa statelor In cauza de a se inchide procedura de infringement, s-a convenit la
nivelul Consilivlui de Ministri din PCC SEE si un calendar cu termene penfru Tncheierea Protocolului
in cauza, termenul prevazut pentru semnarea acestuia fiind octombne/nolembrne 2020.

Documeniul se va incheia Intr-un singur exemplar, in lrmba eng—[ez

Fald de cele de mai sus, propunem gi rugam s3 proba £

1. Negocierea Profocolului de modificare a Accrdulu :mfe s;a:aia' paril la Conventiz de
cooperare polifiensasca pentru Europs o Sud-Esf rmvg, f‘n:mbw automat de date ALN,
date dactfioscop:ce sf date privind inmairicularea vehicilelor, in baza proiectului de text,
versiuniie fn limbile engnezé 8i romana, anexaie la prezeniul Memorandunt,;

2. In cazul In care in urma negocieriior textul rezultat nu va diferi n mod substantial fatd de cel
aprobat, s& se procedeze la semnarea Preiocolului de modificare a Acordulul intro statels
pér{i fa Convenfia de cooperare poiifieneascé peniiu Europa de Sud-Est privind schimbul
autamat de date ADN, dafe dactiloscopice §i date priving Inmatricularsa vehiculslor.,

3. Pentru partea roména, Protocolul sa fie semnat de ministrul afacerilor interne sau de citre un alt
demnitar desemnat in acest sens,

4. Dupa caz, Ministerul Afacerilor Externe s& elibereze Deplinele Puteri pentru demnitarul roman
desemnat 53 semneze Protocolul de referints.

Anexe:
Texlul agreat la nivel de experli al Profocolulul de modificare a Acordului intre siatele parfi fa Convenfia de cooperare politiensascs
pentru Europa de Sud-Est privind schimbul aufomal de date ADN, dale dactiloscopice si date pnwnd fnmatricufarea vehiculelor,

versiunile in imbile engleza §f romana;
Textul semnal al Acordului intre statele parii la Conventia de cooperare politiensasca pentru Europa de Sud-Est privind schimbul

automat de dale ADN, dale dactiloscopice §i date privind inmatricularsa vehicuillor, versiunile Tn fimbile englez si romana.

Intocmit: camisar sef de politie Vilhelmina Lucinesey, Direclia Genarald Afaceri Europene, Schengen i Relatli Intarnationale, Ministerul Afaceritor Interne
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